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1	Decision/action requested
It is requested to approve the pCR in TR 33.870.
2	References
.
3	Rationale
pCR proposes to delete below Editor’s Note,
“Editor’s Note: The effectiveness of the solution against tracking priority users is FFS.”
The solution addresses the privacy of users, which can be tracked based on the RRC establishment cause as described in KI #2. The asynchronous relationship between C-RNTI allocation and TMSI allocation is prevented using existing mechanisms as proposed below.
1.Perform an intra-cell handover (HO) after RRC connection establishment, which can be limited to the use-case described in the Key Issue 2 (i.e., when Establishment Cause is high priority). The intra-cell HO will re-assign the C-RNTI over RRC, encrypted.
2.  For refreshing GUTI, which can be allocated any time by the Network using "common procedures" as described in 24.501[2] (c.f.5.4.4). The network can use this common procedure based on operator policy.
The solution aims to prevent the asynchronous relationship between C-RNTI allocation and TMSI allocation by reassigning C-RNTI over RRC and refreshing the GUTI periodically. This prevents UEs from being tracked based on the RRC establishment cause as described in KI #2. By reassigning C-RNTI and refreshing GUTI periodically, the solution prevents UEs using priority access from being tracked until their RRC connection is released or until they are assigned a new or additional C-RNTI. Therefore, the ability to identify a group of UEs using priority access as they move through the network is minimized, thereby reducing the privacy threat.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.870

*****Start of Changes*****
[bookmark: _Toc116914192][bookmark: _Toc128377822]6.12	Solution #12: Policy-based C-RNTI and TMSI refresh 
[bookmark: _Toc116914193][bookmark: _Toc128377823]6.12.1	Introduction
The solution addresses the privacy of users, which can be tracked based on the RRC establishment cause as described in KI #2. The asynchronous relationship between C-RNTI allocation and TMSI allocation is prevented using existing mechanisms as proposed below.
[bookmark: _Toc116914194][bookmark: _Toc128377824]6.12.2	Solution details
The solution proposes two steps, and implementation is left to the operator's policy
Network to perform an intra-cell HO after RRC connection establishment, which can be limited to the use-case described in Key issue 2 (i.e., when Establishment Cause is high priority). The intra-cell HO will re-assign the C-RNTI over RRC, encrypted.
For refreshing GUTI, which can be allocated any time by the Network using "common procedures" as described in 24.501[2] (c.f.5.4.4). Network can use this common procedure based on operator policy. Here is the text for reference from 24.501[2] 
"If the service request procedure was triggered due to 5GSM downlink signalling pending, the procedure for assigning a new 5G-GUTI can be initiated by the network after the transport of the 5GSM downlink signalling.
The following parameters are supported by the generic UE configuration update procedure without the need to request
the UE to perform the registration procedure for mobility and periodic registration update:
a) 5G-GUTI
"
Editor’s Note: The effectiveness of the solution against tracking priority users is FFS.
Editor’s Note: It is FFS when and how often the described C-RNTI re-assignment procedure is executed.
[bookmark: _Toc116914199][bookmark: _Toc128377825]6.12.3	Evaluation
TBD.
The solution aims to prevent the asynchronous relationship between C-RNTI allocation and TMSI allocation by reassigning C-RNTI over RRC and refreshing the GUTI periodically. This prevents UEs from being tracked based on the RRC establishment cause as described in KI #2. By reassigning C-RNTI and refreshing GUTI periodically, the solution prevents UEs using priority access from being tracked until their RRC connection is released or until they are assigned a new or additional C-RNTI. Therefore, the ability to identify a group of UEs using priority access as they move through the network is minimized, thereby reducing the privacy threat.
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