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1	Decision/action requested
Approve the changes in clause 5 for inclusion in the living document: draftCR to TS 33.256.
2	References
N/A
3	Rationale
This contribution proposes to add clause to specify the security and privacy for Direct C2 communication.
4	Detailed proposal
**** Start of Changes****
[bookmark: _Toc97115160]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2".
[4]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[6]	3GPP TS 22.125: "Uncrewed Aerial System (UAS) support in 3GPP".
[X]	3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
**** Start of the 2nd Change****
[bookmark: _Toc120125800][bookmark: _Toc120126236][bookmark: _Toc120128256][bookmark: _Toc120132500][bookmark: _Toc125579136][bookmark: _Hlk130997748]5.Y	A2X Direct C2 Communication
[bookmark: _Toc106364511][bookmark: _Toc122102887][bookmark: _Toc106364512][bookmark: _Toc122102888][bookmark: _Hlk126227323]5.Y.1	General
Editor’s note: Background on A2X Direct C2 Communication including authorisation 
5.Y.2	Unicast mode Direct C2 Communication
Editor’s note: Details of unicast A2X Direct C2 Communication security and privacy
5.Y.2.1	Security requirements
The security and privacy requirements for Direct C2 communication reuses the security requirements as specified in clause 5.3.2 of TS 33.536 [X] with the following modifications: 
-	The V2X service is replaced with C2 service.
5.Y.2.2	Security procedures for Direct C2 communication
The unicast mode security mechanism defined in clause 5.3.3.1 of TS 33.536 [X] is reused in UAS to provide Direct C2 security, with the following modifications: 
-	The PC5 security policies used for PC5 security establishment are C2 service specific.
If a UAV is capable of 3GPP network connection and supports Direct C2 Communication, C2 based authorisation for Direct C2 communication follows the C2 authorization procedure defined in clause 5.4 of this document and in clause 5.4.3 of TS23.256 [3]. To secure the Direct C2 Communication, the procedure in clause 5.3.3 of TS 33.536 [X] is reused with the following adaptation: 
-	KNRP is provisioned by the USS during Pairing Authorization. Specifically, in clause 5.4.2 for UAV pairing Authorization of this document, the last sentence of step 2 is changed to the following: 
The content of C2 session security information contains KNRP which is used to secure the Direct C2 Communication (i.e. the PC5 unicast link) between the UAV and the UAV-C as described in clause 5.3.3 in TS 33.536 [X]. KNRP should be encrypted by the USS, e.g. using public keys of the UAV and the UAV-C respectively, when included in the C2 session security information. How KNRP is derived is dependent on USS implementation which is out of scope of the 3GPP system. The other information contained in this message is given in TS 23.256 [3]. 
5.Y.2.3	Privacy procedures for Direct C2 communication
The privacy protection procedures defined in clause 5.3.3.2 of TS 33.536 [X] are reused in in UAS to provide identity privacy for Direct C2.
**** End of Changes****
