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*** BEGIN CHANGES ***
[bookmark: _Toc129959837][bookmark: _Toc106364513][bookmark: _Toc122102890]6.6	Security for 5G ProSe UE-to-UE Relay Communication
[bookmark: _Toc129959838][bookmark: _Toc106364514]6.6.1	General
This clause describes the security requirements and the procedures that are specifically applied to 5G ProSe UE‑to‑UE Relay communication defined in TS 23.304 [2]. 
Regarding End-to-End security:
- For 5G ProSe Layer-2 UE-to-UE Relay, the (source UE and/or target UE) 5G ProSe End UEs reuse the unicast mode security mechanism defined in clause 6.2.3 to establish a secure connection via the 5G ProSe UE-to-UE Relay.
- For 5G ProSe Layer-3 UE-to-UE Relay, the End-to-End security can be supported in the application layer which is out of 3GPP scope.
Regarding hop-by-hop security during PC5 link establishment in 5G ProSe Layer-3/Layer-2 UE-to-UE Relay Communication, there are two security mechanism options as follow:
- When the 5G ProSe Layer-3/Layer-2 UE-to-UE Relay is in 3GPP coverage, the 5G ProSe End UE and the 5G ProSe UE-to-UE Relay can establish a secure PC5 link with network assistance which is defined in clause 6.6.3.1. The similar security procedure as PC5 security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay as defined in clause 6.3 can be reused.
- The mechanisms for 5G ProSe UE-to-UE Relay Communication authorisation and security can be classified as user-plane (UP) or controlled-plane (CP) based security mechanisms. Both control plane and user plane mechanisms are supported for 5G ProSe Layer 2 UE-to-UE Relay Communication and 5G ProSe Layer 3 UE-to-UE relay Communication. 
- When the 5G ProSe Layer-3/Layer-2 UE-to-UE Relay is out of 3GPP coverage, the 5G ProSe End UE and the 5G ProSe UE-to-UE Relay can establish a secure PC5 link without network assistance which is defined in clause 6.6.3.2. The similar security procedure as PC5 security for unicast mode 5G ProSe Direct Communication as defined in clause 6.2.3 can be reused. The selection mechanism between with or without network assistance is defined in 6.6.3.3.
Editor’s Note: This clause describes the general description of the security for 5G ProSe UE-to-UE Relay Communication.
6.6.2	Security requirements
The 5G system shall support authorization of the UE as a 5G ProSe UE-to-UE relay in the 5G ProSe UE-to-UE relay scenario.
The 5G system shall support authorization of the UE as a source 5G ProSe End UE or a target 5G ProSe End UE in the 5G ProSe UE-to-UE relay scenario.
The 5G system shall support a means to provide confidentiality, integrity and replay protection of end-to-end information exchanged between the peer 5G ProSe End UEs over the 5G ProSe UE-to-UE Relay.
The 5G system shall support a means to protect security (i.e., the integrity, confidentiality, and replay protection) of user-plane and control-plane messages, including during 5G ProSe UE-to-UE Relay path switch. 
The 5G system shall support a means to establish a secure connection between the source 5G ProSe End UE and the target 5G ProSe End UE in the 5G ProSe UE-to-UE relay scenario.
Editor’s Note: Further specification description will be added.
6.6.3	Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay
[bookmark: _Toc106364517][bookmark: _Toc129959841]6.6.3.1	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay with network assistance
Editor’s Note: This clause describes the security procedure for 5G ProSe PC5 Communication when the 5G ProSe Layer-3 UE-to-UE Relay is in coverage.
6.6.3.2	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay without network assistance
Editor’s Note: This clause describes the security procedure for 5G ProSe PC5 Communication when the 5G ProSe Layer-3 UE-to-UE Relay is out of coverage.

*** END CHANGES ***
