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Decision/action requested

Approve the pCR below in TR 33.740
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Rationale

The issue of stale protected direct discovery sets of Announcing End UEs when announced at the Relay or unavailability of protected direct discovery sets for connected End UEs is discussed in more details in S3-232594 [1].
This contribution proposes to add a conclusion for UE-to-UE Relay Model A discovery security. 

· For previously discovered End UEs by the U2U Relay, it is proposed to use a timing info included by the U2U Relay in its announcement message. Announcing End UEs use the timing info to time their next announcement message accordingly. With that, End UEs and U2U Relay can support close to real time transmission of protected direct discovery sets in U2U Relay announcement message to preserve their freshness.
· For connected End UEs to the U2U Relay, it is proposed for the U2U Relay to request protected direct discovery sets from the connected End UE to be included in the next U2U Relay announcement message. With that, End UEs and U2U Relay can support close to real time transmission of protected direct discovery sets in the U2U Relay announcement message to preserve their freshness.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [2]. 
*** BEGIN CHANGES ***

7.1
Key Issue #1: Security for UE-to-UE Relay discovery
The following text is taken as a conclusion for the UE-to-UE Relay discovery:

The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One is used for protecting direct discovery set. The other one is used for protecting the U2U relay discovery message. 

Provisioning of discovery security materials for the direct discovery set reuses the security material provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in TS 33.503[6].

Provisioning of discovery security materials for the U2U relay discovery message reuses the security material provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in TS 33.503 [6].
For Model A discovery security:

· For announcing End UEs, timing info in U2U Relay announcement message is supported. The timing info is used by the End UEs and U2U Relay to ensure close to real time transmission of protected direct discovery sets in the U2U Relay announcement message to preserve their freshness. Solution #36 is used as a baseline.

· For connected End UEs, U2U Relay requesting protected direct discovery sets from the End UE is supported. The U2U Relay ensures close to real time transmission of the received protected direct discovery sets in the U2U Relay announcement message to preserve their freshness. Solution #36 is used as a baseline.
Editor’s Note: Further conclusion is FFS.
*** END OF CHANGES ***

