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[bookmark: OLE_LINK30]
*************** Start of Change 1 ****************

[bookmark: _Toc19634862][bookmark: _Toc26875928][bookmark: _Toc35528695][bookmark: _Toc35533456][bookmark: _Toc45028809][bookmark: _Toc45274474][bookmark: _Toc45275061][bookmark: _Toc51168318][bookmark: _Toc114217741]13.2.4	N32-f connection between SEPPs
[bookmark: _Toc19634863][bookmark: _Toc26875929][bookmark: _Toc35528696][bookmark: _Toc35533457][bookmark: _Toc45028810][bookmark: _Toc45274475][bookmark: _Toc45275062][bookmark: _Toc51168319][bookmark: _Toc114217742]13.2.4.1	General
[bookmark: OLE_LINK13]The SEPP receives HTTP/2 request/response messages from the Network Function. It shall perform the following actions on these messages before they are sent on the N32-f interface to the SEPP in the other PLMN:
a)	It parses the incoming message and, if present, rewrites the telescopic FQDN of the receiving NF to obtain the original FQDN as described in clause 13.1.
b) 	It reformats the message to produce the input to JSON Web Encryption (JWE) [59] as described in clause 13.2.4.3.
c)	It applies JWE to the input created in b) to protect the reformatted message as described in clause 13.2.4.4.
d)	It encapsulates the resulting JWE object into a HTTP/2 message (as the body of the message) and sends the HTTP/2 message to the SEPP in the other PLMN over the N32-f interface.
If the SEPP receives a message from the local intermediary, e.g., IPX, requesting to submit a message to the peer SEPP in another PLMN on behalf of the intermediary and the SEPP accept the intermediary, e.g., IPX, request, the SEPP shall construct the message to be submitted to the peer SEPP in another PLMN following the same process in this clause.
The message may be routed via the cIPX and pIPX nodes. These IPX nodes may modify messages as follows:
a) The IPX node recovers the cleartext part of the HTTP message from the JWE object, modifies it according to the modification policy, and calculates an "operations" JSON Patch object. It then creates a temporary JSON object with the "operators" JSON Patch object and some other parameters for replay protection etc. as described in clause 13.2.4.5.1.
b) The IPX node uses the temporary JSON object as input into JSON Web Signature (JWS) [45] to create a JWS object, as described in clause 13.2.4.5.2. 
c) The IPX node appends the JWS object to the received message and sends it to the next hop.
The JWS objects generated by the two IPX providers form an auditable chain of modifications that to the receiving SEPP shall apply to the parsed message after verifying that the patches conform to the modification policy.
Encryption of IEs shall take place end to end between cSEPP and pSEPP.
A SEPP shall not include IEs in the clear that are encrypted elsewhere in the JSON object.
A SEPP shall verify that an intermediate IPX has not moved or copied an encrypted IE to a location that would be reflected from the producer NF in an IE without encryption.
[bookmark: _Toc19634864][bookmark: _Toc26875930][bookmark: _Toc35528697][bookmark: _Toc35533458][bookmark: _Toc45028811][bookmark: _Toc45274476][bookmark: _Toc45275063][bookmark: _Toc51168320][bookmark: _Toc114217743]13.2.4.2	Overall Message payload structure for message reformatting at SEPP
The SEPP reformats an HTTP message received from an internal Network Function into two temporary JSON objects that will be intput to JWE:

a. The dataToIntegrityProtect, containing information that is only integrity protected. It consists of the following:
-	clearTextEncapsulationMessage: contains the complete original HTTP message, excluding attribute values which require encryption and, including the pseudo-header fields, HTTP headers and HTTP message body.
-	metadata: contains SEPP generated information i.e. authorizedIPX ID, N32-f message ID and N32-f context ID.
b. The dataToIntegrityProtectAndCipher: contains attribute values of the original message that require both encryption and integrity protection.
For the details of JSON representation of a reformatted HTTP message, please refer to TS 29.573 [91].
[bookmark: _Toc19634865][bookmark: _Toc26875931][bookmark: _Toc35528698][bookmark: _Toc35533459][bookmark: _Toc45028812][bookmark: _Toc45274477][bookmark: _Toc45275064][bookmark: _Toc51168321][bookmark: _Toc114217744]13.2.4.3	Message reformatting in sending SEPP
[bookmark: _Toc19634866][bookmark: _Toc26875932][bookmark: _Toc35528699][bookmark: _Toc35533460][bookmark: _Toc45028813][bookmark: _Toc45274478][bookmark: _Toc45275065][bookmark: _Toc51168322][bookmark: _Toc114217745]13.2.4.3.1	dataToIntegrityProtect
[bookmark: _Toc19634867][bookmark: _Toc26875933][bookmark: _Toc35528700][bookmark: _Toc35533461][bookmark: _Toc45028814][bookmark: _Toc45274479][bookmark: _Toc45275066][bookmark: _Toc51168323][bookmark: _Toc114217746]13.2.4.3.1.1	clearTextEncapsulatedMessage
The clearTextEncapsulatedMessage is a JSON object that contains the non-encrypted portion of the original message.Specifically, it consists of the following objects:
1.a) Pseudo_Headers – the JSON object that includes all the Pseudo Headers in the message. 
- For HTTP Request messages, the object contains one entry for each of the ":method", ":path", ":scheme" and ":authority" pseudo headers. If the ":path" pseudoheader contains multiple parts separated by a slash (/) or includes a query parameter (following a "?"), an array is used to represent :path, with one element per part of the path (i.e. per "directory").
NOTE:	This enables encryption of individual elements of the path (e.g. if SUPI is passed).
- For HTTP Response messages, the object contains the ":status" pseudo header.
1.b) HTTP_Headers – the JSON object that includes all the Headers in the message. 
All the headers of the request are put into a JSON array called HTTP_Headers.Each entry contains a header name and value, where the value part can be an encoded index to the dataToIntegrityProtectAndCipher block, if the header value is encrypted.
1.c) Payload – the JSON object that includes the content of the payload of the HTTP message. 
Each attribute or IE in the payload shall form a single entry in the Payload JSON object. If there is any attribute value that requires encryption, it shall be moved into the dataToIntegrityProtectAndCipher JSON object (clause 13.2.4.2), and the original value in this element shall be replaced by the index in the form {"encBlockIdx": <num>} where "num" is the index of the corresponding entry in the dataToIntegrityProtectAndCipher array. 
[bookmark: _Toc19634868][bookmark: _Toc26875934][bookmark: _Toc35528701][bookmark: _Toc35533462][bookmark: _Toc45028815][bookmark: _Toc45274480][bookmark: _Toc45275067][bookmark: _Toc51168324][bookmark: _Toc114217747]13.2.4.3.1.2	metadata
The JSON object containing information added by the sending SEPP. It shall contain:
a) N32-f message ID: Unique identifier (64-bit integer) representing a HTTP Request/Response transaction between two SEPPs. The N32-f message ID is generated by the sending SEPP and included in the HTTP Request sent over the N32 interface. The receiving SEPP uses the same N32-f message ID when it responds back with a HTTP Response. The N32-f message ID is included in the metadata portion of the JSON structure.
b) authorizedIPX ID: String identifying the first hop IPX (cIPX or pIPX) that is authorized to update the message. This field shall always be present. When there is no IPX that is authorized to update, the value of this field is set to  null. The sending SEPP selects one of the IPX providers from the list exchanged with the other SEPP during parameter exchange over N32-c and includes its identifier value in this field.
c) N32-f context ID: Unique identifier representing the N32-f context information used for protecting the message. This is exchanged during parameter exchange over N32-c (clause 13.2.2.4.1).
[bookmark: _Toc19634869][bookmark: _Toc26875935][bookmark: _Toc35528702][bookmark: _Toc35533463][bookmark: _Toc45028816][bookmark: _Toc45274481][bookmark: _Toc45275068][bookmark: _Toc51168325][bookmark: _Toc114217748]13.2.4.3.2	dataToIntegrityProtectAndCipher
The dataToIntegrityProtectAndCipher is a JSON patch document as per RFC 6902 [64] that contains all the attribute values that require both encryption and integrity protection. Attribute values may come from any part of the original HTTP message – Pseudo_Headers, HTTP_Headers and Payload. 
The JSON array shall contain one array entry per attribute value that needs encryption. Each array entry represents the value of the attribute to be protected, and the index in the array is used to reference the protected value within the dataToIntegrityProtect block. This associates each attribute in the dataToIntegrityProtectAndCipher block with the original attribute in the dataToIntegrityProtect block. This is needed to reassemble the original message at the receiving SEPP.

*************** End of Change 1 ****************


*************** Start of Change 2 ****************

[bookmark: _Toc19634873][bookmark: _Toc26875939][bookmark: _Toc35528706][bookmark: _Toc35533467][bookmark: _Toc45028820][bookmark: _Toc45274485][bookmark: _Toc45275072][bookmark: _Toc51168329][bookmark: _Toc114217752]13.2.4.5	Message modifications in IPX
[bookmark: _Toc19634874][bookmark: _Toc26875940][bookmark: _Toc35528707][bookmark: _Toc35533468][bookmark: _Toc45028821][bookmark: _Toc45274486][bookmark: _Toc45275073][bookmark: _Toc51168330][bookmark: _Toc114217753]13.2.4.5.1	modifiedDataToIntegrityProtect


Figure 13.2.4.5.1-1 Example of JSON representation of IPX provider modifications
This is a temporary JSON object generated by an IPX provider as it modifies the original message. It shall contain the following:
a)	Operations – This is a JSON patch document that captures IPX modifications based on RFC 6902 [64]. If no patch is required, the operations element shall be set to null.
b)	Identity – This is the identity of the IPX performing the modification.
c)	Tag – A JSON string element to capture the “tag” value (JWE Authentication tag) in the JWE object generated by the sending SEPP. This is required for replay protection. 
NOTE:	Since there is no central registry that can ensure unique IPX Identities, it is expected that an IPX will include its Fully Quantified Domain Name (FQDN) in the JSON modification object.
[bookmark: OLE_LINK24][bookmark: _Toc19634875][bookmark: _Toc26875941][bookmark: _Toc35528708][bookmark: _Toc35533469][bookmark: _Toc45028822][bookmark: _Toc45274487][bookmark: _Toc45275074][bookmark: _Toc51168331][bookmark: _Toc114217754]13.2.4.5.2	Modifications by IPX
NOTE 1: 	It is assumed that operators act as a certification authority for IPX providers they have a direct business relationship with. In order to authorize N32-f message modifications, operators sign a digital certificate for each of these IPX providers and provide it to both the IPX provider itself as well as their roaming partners to enable them to validate any modifications by this IPX provider.
Only cIPX and pIPX shall be able to modify messages between cSEPP and pSEPP. In cases of messages from cSEPP to pSEPP, the cIPX is the first intermediary, while the pIPX is the second intermediary. In cases of messages from pSEPP to cSEPP the pIPX is the first intermediary, while the cIPX is the second intermediary.
The first intermediary shall parse the encapsulated request (i.e. the clearTextEncapsulationMsg in the dataToIntegrityProtect block) and determine which changes are required. The first intermediary creates an  Operations JSON patch document to describe the differences between received and desired message, using the syntax and semantic from RFC 6902 [64], such that, when applying the JSON patch to the encapsulated request the result will be the desired request. If no patch is required, the operations element is null.
NOTE 2:	It is necessary to create a JWS object even if no patch is required to prevent deletion of modifications.
The first intermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. The JSON object shall include the intermediary’s identity and the JWE authentication tag, which associates this update by the intermediary with the JWE object created by the sending SEPP.
The first intermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The first intermediary shall append the generated JWS object to the payload in the HTTP message and then send the messageto the next hop.
The second intermediary shall parse the encapsulated request, apply the modifications described in the JSON patch appended by the first intermediary and determine further modifications required for obtaining the desired request. The second intermediary shall record these modifications in an additional JSON patch against the JSON object resulting from application of the first intermediary's JSON patch. If no patch is required, the operations element for the second JSON patch is null.
The second intermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. It shall include its identity and the JWE authentication tag, which associates this update by the second intermediary with the JWE object created by the sending SEPP.
The second intermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The second intermediary shall append the generated JWS object to the payload in the HTTP message and then send the message to the receiving SEPP.
In case an intermediary need to submit a locally constructed instruction, i.e., a message, to the peer receiving SEPP, it may request the local sending SEPP to prepare a "N32ReformattedReqMsg" IE as per clause 13.2.4.5 where the receiving SEPP process and verify the message as outlined in clause 13.2.4.7. When the intermediary request the sending SEPP to prepare a “N32ReformattedReqMsg”, it shall include information about the receiving SEPP and information about the originating and target PLMN of the message to be submitted. Optionally, the intermediary may include a "DataToIntegrityProtectBlock" IE which contains the complete message to be submitted to the receiving SEPP.


*************** End of Change 2 ****************


*************** Start of Change 3 ****************

[bookmark: _Toc19634878][bookmark: _Toc26875944][bookmark: _Toc35528711][bookmark: _Toc35533472][bookmark: _Toc45028825][bookmark: _Toc45274490][bookmark: _Toc45275077][bookmark: _Toc51168334][bookmark: _Toc114217757]13.2.4.8	Procedure
[bookmark: OLE_LINK14]13.2.4.8.1	Message flow for request initiated at the cNF
The following clause illustrates the message flow between the two SEPPs with message initiated at one PLMN cNF with modifications from cIPX and pIPX.


[bookmark: OLE_LINK16][bookmark: OLE_LINK15]Figure 13.2.4.8.1-1 Message flow between two SEPPs based on Request message from cNF
[bookmark: OLE_LINK18]1.	The cSEPP receives an HTTP request message from a network function. If the message contains a telescopic FQDN, the cSEPP removes its domain name from this FQDN to obtain the original FQDN as described in clause 13.1.
2.	The cSEPP shall reformate the HTTP Request message as follows:
a. The cSEPP shall generate blocks (JSON objects) for integrity protected data and encrypted data, and protecting them:
The cSEPP shall encapsulate the HTTP request into a clearTextEncapsulatedMessage block containing the following child JSON objects: 
-	Pseudo_Headers
-	HTTP_Headers with one element per header of the original request.
-	Payload that contains the message body of the original request.	
For each attribute that require end-to-end encryption between the two SEPPs, the attribute value is copied into a dataToIntegrityProtectAndCipher JSON object and the attribute's value in the clearTextEncapsulatedMessage is replaced by the index of attribute value in the dataToIntegrityProtectAndCipher block.
The cSEPP shall create a metadata block that contains the N32-f context ID, message ID generated by the cSEPP for this request/response transaction and next hop identity.
The cSEPP shall protect the dataToIntegrityProtect block and the dataToIntegrityProtectAndCipher block as per clause 13.2.4.4. This results in a single JWE object representing the protected HTTP Request message.
b. The cSEPP shall generate payload for the SEPP to SEPP HTTP message:
	The JWE object becomes the payload of the new HTTP message generated by cSEPP. 
3.	The cSEPP shall use HTTP POST to send the HTTP message to the first intermediary.
4.	The first intermediary (e.g. visited network's IPX provider) shall create a new modifiedDataToIntegrityProtect JSON object with three elements:
a. The Operations JSON patch document contains modifications performed by the first intermediary as per RFC 6902 [64]. 
b. The first intermediary shall include its own identity in the Identity field of the modifiedDataToIntegrityProtect.
c. The first intermediary shall copy the "tag" element, present in the JWE object generated by the cSEPP, into the modifiedDataToIntegrityProtect object. This acts as a replay protection for updates made by the first intermediary.
The intermediary shall execute JWS on the modifiedDataToIntegrityProtect JSON object and append the resulting JWS object to the message.
5.	The first intermediary shall send the modified HTTP message request to the second intermediary (e.g. home network's IPX) as in step 3.
6.	The second intermediary shall perform further modifications as in step 4 if required. The second intermediary shall further execute JWS on the modifiedDataToIntegrityProtect JSON object and shall append the resulting JWS object to the message.
7.	The second intermediary shall send the modified HTTP message to the pSEPP as in step 3.
 NOTE 1:	The behaviour of the intermediaries is not normative, but the pSEPP assumes that behaviour for processing the resulting request.
8.	The pSEPP receives the message and shall perform the following actions:
-	The pSEPP extracts the serialized values from the components of the JWE object.
- 	The pSEPP invokes the JWE AEAD algorithm to check the integrity of the message and decrypt the dataToIntegrityProtectAndCipher block. This results in entries in the encrypted block becoming visible in cleartext. 
-	The pSEPP updates the clearTextEncapsulationMessage block in the message by replacing the references to the dataToIntegrityProtectAndCipher block with the referenced decrypted values from the dataToIntegrityProtectAndCipher block. 
-	The pSEPP then verifies IPX provider updates of the attributes in the modificationsArray. It checks whether the modifications performed by the intermediaries were permitted by policy.
	The pSEPP further verifies that the PLMN-ID contained in the message is equal to the "Remote PLMN-ID" in the related N32-f context.
-	The pSEPP updates the modified values of the attributes in the clearTextEncapsulationMessage in order.
The pSEPP shall re-assemble the full HTTP Request from the contents of the clearTextEncapsulationMessage.

9.	The pSEPP shall send the HTTP request resulting from step 8 to the home network's NF.
10.-18.	These steps are analogous to steps 1.-9.
13.2.4.8.2	Message flow for request initiated at the Intermediary
The following clause illustrates the message flow with a request message initiated at the imntermediary, e.g., IPX. It shows optional modification at the cIPX. Modification of pIPX is not shown in the HTTP response direction.



Figure 13.2.4.8.2-1 Message flow between two SEPPs based on request from cIPX

1.	The cIPX issues a HTTP POST request towards the SEPP on behalf of which it intends to submit a message to another PLMN, with the request body containing the "N32fSubmitReqMsg" IE. Optionally, the cIPX may include the complete message content in the optional "DataToIntegrityProtectBlock" IE. cIPX sends the N32-submit message to cSEPP.
2. The cSEPP validates the request and identify the N32f context. If the Request is accepted, the cSEPP build the "N32fReformattedReqMsg". If the optional "DataToIntegrityProtectBlock" IE is included in the received request, the cSEPP include the Reformatted N32f message.
3. The cSEPP sends the Reformatted N32f message in the N32fSubmitResponseMessage to the cIPX.
4. The cIPX optionally adds its modification if needed.
5. The cIPX sends the Protected HTTP Request message to the pIPX.
6. The pIPX optionally adds its modification if needed.
7. The pIPX sends the message to the pSEPP.
8. The pSEPP verify the received message analogus to Step 8 in Figure 13.2.4.8.1 and if accepted, pSEPP reassemble the HTTP Request message.
9. The pSEPP send the HTTP request resulting from step 8 to the home network's NF.
10 – 12 These steps are analogus to steps 10-12 of Figure 13.2.4.8.1.
13. The cIPX receives the Protected HTTP Data as a response to the request it initiated via cSEPP.

*************** End of Change 3 ****************
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