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1
Decision/action requested

It is requested that this new Informative Annex is approved as an addition tor TR 33.870.
2
References

None.
3
Rationale

List of solutions with justifications:

1 – configures the UE with an additional fixed-length identifier, which can be used instead of the NAI username. Not backwards compatible as older UEs will not have been provisioned with a fixed-length identifier. Mentions UE and UDM provisioning in its Evaluation. k-anonymity with IMSI catchers holds as the identifier that the username is replaced with is fixed length. Works with EAP methods as mentioned in the Solution Details.

2 - Pads the username with a random length of special characters. Is backwards compatible as old UEs can still have their usernames padded. UE change is that usernames now need padding. UDM change is that usernames now need their padding stripping. k-anonymity with IMSI catchers does not hold as padding is of random length, so in a small sample very short or very long usernames will still be identifiable. Viability with EAP methods are not yet mentioned.

3 - provisions the UE with pseudonyms to use instead of the SUPI, with lengths between lmin and lmax. The solution as written keeps the ‘pseudonym’ method open, and it could be hashing, random generation, padding, the use of special delimiters or padding characters. Thus everything is maybe. E.g. assigning pseudonyms needs new provisioning but no changes in calculation, whereas padding needs no provisioning, but does require changes in calculation. Mentions UE and UDM (SIDF) provisioning impact in the Evaluation. Only k-anonymous with IMSI catchers if the new pseudonyms are all the same length. Does not work with EAP methods as mentioned in the Evaluation.

4 – the operator fixes usernames to have length within a range [lmin, lmax]. Not backwards compatible as old usernames may need to be reprovisioned. Once usernames are all within the required range, no impact on provisioning UE/UDM with extra information, or on calculation of SUCI. Only k-anonymous with IMSI catchers if the new pseudonyms are all the same length. Viability with EAP methods are not yet mentioned.

5 - adds padding after a delimiter to the username so they’re all a fixed length. Is backwards compatible as older UEs can still have their usernames padded. No provisioning needed in UE/UDM, but padding needs to be sorted out during SUCI calculation. k-anonymity with IMSI catchers holds as usernames become equal length. Viability with EAP methods are not yet mentioned.

6 - pads the plaintext before encryption with variable-length of padding. Is backwards compatible as old UEs can still have their usernames padded. UE change is that usernames now need padding. UDM change is that usernames now need their padding stripping. k-anonymity with IMSI catchers does not hold as padding is of variable length, so in a small sample very short or very long usernames will still be identifiable. Viability with EAP methods are not yet mentioned.

7 – truncates SUPIs by deleting every instance of a byte value. Is backwards compatible as older UEs can still have their SUPIs truncated. Doesn’t require anything being provisioned to the UE or UDM. The calculation of SUCI is changed as the truncation now needs to happen. k-anonymity with IMSI catchers does not hold as in a very small sample a particularly long or short username will still be identifiable. Viability with EAP methods are not yet mentioned.

8 - home network operators configure all the usernames to be the same length. Not backwards compatible as older UEs may not necessariluy have fixed-length usernames. Once deployed, there is no impact to UE or UDM. k-anonymity with IMSI catchers holds as usernames become equal length. Viability with EAP methods are not yet mentioned.

9 - the username is padded, with the length of padding based on the length of the username. Is backwards compatible as older UEs can still have their usernames padded. Nothing new needs to be provisioned to the UE/UDM, but there is an extra step in the SUCI calculation. Only k-anonymous with IMSI catchers if the pLen values are chosen so that all usernames end up having the same length. Viability with EAP methods are not yet mentioned.

10 - SUPIs are hashed before SUCIs are computed. Is backwards compatible as older UEs can still have their SUPIs hashed. Requires no new provisioning to the UE, but the UDM requires a mapping of SUPIs to hashes. There is an extra step in the SUCI calculation. k-anonymity with IMSI catchers holds because hashes will all be the same length. Viability with EAP methods are not yet mentioned.
4
Detailed proposal
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Annex Y:
Properties of Solutions to KI #1
The table below lists properties of each solution to KI #1.
A solution is backwards compatible if it can be implemented in older, UEs with their existing NAI usernames.

The UE and UDM to be provisioned with new identifiers if the solution requires some sort of mapping between NAI usernames and new identifiers.

The SUCI calculation is changed if the username or SUPI is modified in any way not currently part of the SUPI-SUCI encryption.

k-anonymity in the presence of IMSI catchers holds if the distribution of username lengths that is k-anonymous at network level is also k-anonymous in an arbitrary subset of subscribers.
A solution works for EAP methods if it addresses KI #1 for key generating EAP methods (e.g. EAP-TLS and EAP-TTLS) which are optional to support.
	Solution
	Backwards compatibile
	UE and UDM need provisioning with new identifiers
	SUCI calculation changed in UE / UDM
	k-anonimity in the presence of an IMSI catcher
	Works for EAP methods

	Solution #1: Use of fixed length identifiers to protect against anonymity set reduction
	No
	Yes
	No
	Yes
	Yes

	Solution # 2: Padding SUPIs in NAI format with Random Length of Characters for non-null schemes
	Yes
	No
	Yes – padding added / removed
	No
	Not yet evaluated

	Solution #3: Pseudonym based solution for k-anonymity of SUPI/SUCI
	Maybe – depends on method
	Maybe – depends on method
	Maybe – depends on method
	Maybe – only if lmin = lmax
	No

	Solution #4: Limited length of SUPIs in NAI format
	No
	No
	No
	Maybe – only if lmin = lmax
	Not yet evaluated

	Solution #5: Solution for Privacy aspects of variable length user identifiers
	Yes
	No
	Yes – padding added / removed
	Yes
	Not yet evaluated

	Solution #6: Padding SUPI in NAI format to conceal the username length
	Yes
	No
	Yes – padding added / removed
	No
	Not yet evaluated

	Solution #7: Concealing length of SUPIs in SUCIs by truncating the SUPIs
	Yes
	No
	Yes – bytes truncated / added back in
	No
	Not yet evaluated

	Solution #8: Use of fixed length “username” for NAI
	No
	No
	No
	Yes
	Not yet evaluated

	Solution #9: Concealing length of SUPIs in SUCIs by padding the SUPIs
	Yes
	No
	Yes – padding added / removed
	Maybe – only if all usernames end up same length
	Not yet evaluated

	Solution #10: Concealing length of SUPIs in SUCIs by hashing the SUPIs
	Yes
	Yes – hashes of SUPIs provisioned to UDM
	Yes – hashing / hash lookup
	Yes
	Not yet evaluated
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