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1
Decision/action requested

This contribution proposes to add description about  basic vulnerability testing requirements for GVNP to clause 4.4.
2
References

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 3GPP TR 33.818: "Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)

 for 3GPP virtualised network products (Release 17)".

3
Rationale

This contribution proposes to add the description about  basic vulnerability testing requirements for GVNP to clause 4.4 based on the output of clause 5.4 in TR 33.818 [2]. 

4
Detailed proposal

It is suggested to approve the following changes.

********************Start of the first change ***************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".


[x]                       3GPP TS 33.117: "Catalogue of general security assurance requirements (Release 17)".



********************End of the first change ***************************

********************Start of the second change ***************************

4
Catalogue of security requirements and related test cases for virtualized network product


4.4
Basic vulnerability testing requirements

4.4.a
Introduction

All text from TS 33.117 [x], clause 4.4 applied to all types of GVNPs.
4.4.b
Port Scanning

All text from TS 33.117 [x], clause 4.4.2 applied to all types of GVNPs.
4.4.c
Vulnerability Scanning

All text from TS 33.117 [x], clause 4.4.3 applied to all types of GVNPs.
4.4.d
Robustness and Fuzz testing

All text from TS 33.117 [x], clause 4.4.4 applied to all types of GVNPs.
********************End of the second change ***************************

