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1
Decision/action requested

It is requested to approve the conclusion presented for KI#9 according to solution #12
2
References

3
Rationale

The contribution presents a preliminary conclusion for KI#9 since the solution #12 already addresses the security threats and security requirements.
4
Detailed proposal

************ START OF CHANGES ************

7.X

KI#9: Automated Certificate Management for Network Slicing

7.X.1
Analysis

The automated certificate management framewok in SBA may need to work with certificates that belong to different domains, such as customer 3rd party slices, with different requirements in terms for example of certificate lifecycles and CA(s) security policies, managed by multiple administrators (tenants).

The proposed solution #12 introduces a new functionality, that can be part of the slicing orchestration framework, intended to orchestrate the procedures/processes between the different entities involved in the Network Slicing certificate management, such as management functions, operator CA/RA and (sub-)CA for slice(s). 
In general the solution #12 assumes that NSCOF is trusted by the slice owner. 
The administration of the sub-CAs and/or root CAs may need to be shared, so security aspects related to multi-tenancy need to be consider in those implementations. 
Due to specific security requirements of the slice dedicated sub-CAs and/or root CAs may be needed. It is assumed that those CAs are created together with the slice, and the information is conveyed by the NSCOF to the corresponding operator RA, receptor of the CSRs from the NFs.  
7.X.1
Conclusion



************ END OF CHANGES **********
