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Decision/action requested

Analysis of KI11 on NF Service Consumer profile registration issues and conclusion proposals.
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3
Rationale

Analysis of KI11 on NF Service Consumer profile registration issues and conclusion proposals. 
4
Detailed proposal

<<< under 7. Conclusions >>>
************** START OF CHANGES

7.11
KI #11: NRF validation of NFc for access token
7.11.1
Analysis

Several problems have been identified in this key issue and are analysed in the following.

Regarding problem 1a
The problem description is about an NFc profile not being available. This problem statement would need further differenciation. In order to get authenticated and authorized for service consumption at least the OAuth2.0 client registration information of the NF Service Consumer must be available at the NRF. 

In detail: If the NF Service Consumer is not acting as resource server, i.e., being a pure consumer NF, it will not register services at NRF. However, in order to request an authorization token, the NF Service Consumer needs to be known to NRF as OAuth2.0 client. Thus, at minimum a consumer NF must be known to the NRF by its OAuth2.0 client registration information. Even though TS 33.501 lists the usage of NF Service Registration procedure for registering the OAuth2.0 client as an option, using NF Service Register is only sensible if the NF is also providing services (i.e. as producer). TS 33.501 lacks a description, how to do OAuth client registration if no NF profile is registered. OAM can be used for this. 
Regarding problem 1b

This problem is about how NRF is validating the NFc, i.e., which information to use if the NF has also registered its NRF profile or the OAuth2.0 client information and then providing its TLS certificate with the access token request. In the problem statement it was asked whether one takes precedence over the other. 
The registering entity needs to assure that information registered at the NRF is in line with the information provided in the NF TLS certificate or CCA or the information provided by SCP in the service request, at minimum NF Instance ID and PLMN ID. The local NRF, where the NFc is registered with its OAuth client registration must therefore validate and match accordingly before requesting the NRF where the services of a producer are registered. 
Regarding problem 2

This problem requests for clarification on which of the two takes precedence: the NF profile information or OAuth client registration information known by the NRF, or the NFc TLS certificate received by NRF, when NFc is asking for an OAuth2.0 access token. 

The situation can apply, if the NF Service Consumer has already registered as NF Service Producer or when the NF Service Consumer was registered as OAuth2.0 client. In both situations, the registering entity needs to assure that the information in the NRF is in line with the information issued in the NF's TLS certificate, thus none takes precedence, but in case of a mis-match, the authorization request cannot be granted. 
There are also situations that the NRF has no TLS certificate, i.e. if SCP has authenticated NFc. In this case the NRF either uses CCA if available or trusts the SCP and relies on the information in the access token request.

Solution summary 
Solution #21 proposes that NRF uses the information in the NF Service Consumer's certificate to base its authorization decision on. 
Solution #22 proposes that the NRF uses the information in the NF Service Consumer's certificate and additional information in the NF profile as basis for its authorization decision. Mandating of NF instance ID being part of the certificate profile is a pre-condition to not run into interoperability issues
Solution #26 proposes NFc authorization by NRF is done using the existing profile information (Oauth client profile only or if available  NFp profile).

Solution evaluation comments 
TLS certificate usage by NRF is only possible, if available, i.e. in direct communication. In indirect communication the certificate is used by SCP for authentication. NRF can either trust SCP authentication or use CCA for validation. If information elements are part of both, certificate or CCA and in the request, they need to match.
7.11.2
Conclusion 


A normative clarification is needed along the lines:

The NRF can validate NF instance ID in access token request to the registered Oauth 2.0 client instance ID.

If the certificate and/or NF profile is available to NRF, the NRF validates information presented in the access token request (i.e., NF instance ID, NF type, PLMN ID) needs to match against the same information in the certificate and/or profile, which addresses Problem 2.
If the validation fails, NRF rejects access token request. 
NOTE: This is assumed that NF instance ID, NF type and PLMN ID are mandatory parameter in certificate in Release 18. By this problem 1b is also addressed.
Additions to 33.501 are necessary such that OAuth client registration information could be provided also by OAM, which would address problem 1a.
************** END OF CHANGES

