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1
Decision/action requested

to approve the changes.
2
References

NA
3
Rationale

This solution proposes to add evaluation to solution#3.
4
Detailed proposal

It is proposed to approve the following changes.
***************** Start of Change *****************
6.3
Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN 
6.3.1
Introduction
This solution solves Key issue #1 in the case of using anonymous SUCI in trusted non-3GPP access.

When introducing non-3GPP access in SNPN it is assumed that most security procedures can be reused. However, the use of anonymous SUCI is only applicable to SNPNs so there are not yet any procedures specified for this case in relation to non-3GPP access.  

In the current procedures for trusted non-3GPP access in clause 7A.2.1 of TS 33.501 [4], it is specified to use the SUCI/GUTI to map the user to the correct KTNGF in step 13. When using anonymous SUCI, this is not a good solution since an anonymous SUCI is not unique. Instead, another identifier is needed. This solution proposes to use a hash of the key KTNGF as identifier in case anonymous SUCI is used during the authentication towards the SNPN. 
This solution defines adaptations of existing procedures needed to support the use of anonymous SUCI in trusted access for SNPN.
6.3.2
Solution details
Procedures in clause 7A.2.1 of TS 33.501 [4] are reused with the following exception:

-
In step 13, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used, then a new type of identifier is used. The new identifier is proposed to be a hash of the key KTNGF. (potentially using some additional input). It is proposed to send the new identifier using the IDi payload. 

It is already specified in section 3.5 of RFC 7296 [5] that the ID payload used for transport of IDi can be used to transfer a key identifier by setting the ID Type to ID_KEY_ID. Support of this ID Type is mandatory. The RFC does not specify how such a key identifier is generated. The proposal here is thus to use a hash of the key KTNGF potentially using some additional input to create a key identifier. 
6.3.3
System impact

This solution has impact on UE and TNGF. 
6.3.4
Evaluation
This solution solves Key issue #1 in the case of using anonymous SUCI in trusted non-3GPP access. If anonymous SUCI is not supported in trusted non-3GPP access, methods like EAP-TLS can only be used if the UE is also configured with a public key for SUCI concealment.
The solution requires that the TNGF decides that it is an anonymous SUCI and not a legacy SUCI or 5G-GUTI and generates a new KEY ID based on this decision 
***************** End of Change *****************
