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1	Decision/action requested
Approve the proposed solution in TR 33.887 [1]
2	References
 [1]	3GPP TR 33.887: "Study on Security aspects for 5WWC Phase 2"
3	Rationale
This document proposes a solution to KI#4 Security aspect of TNAP mobility without full authentication.

4	Detailed proposal

***BEGIN CHANGES***
[bookmark: _Toc125571116]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23700-17 "Study on the support for 5WWC, Phase 2"
[3]	3GPP TR 33.316 "Wireless and wireline convergence access support for the 5G System (5GS)"
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G System" 
[5]	IETF RFC 5448: " Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[bookmark: _Hlk118405754][6]	IEEE Std 802.11™-2020 Part 11: "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications". 
[XX]	3GPP TS 23.502: "Procedures for the 5G System"
[YY] 	IETF RFC 6696: "EAP Extensions for the EAP Re-authentication Protocol (ERP)".


***NEXT CHANGE***

[bookmark: _Toc125571186]6.Y	Solution #Y: TNAP mobility using modified ERP
[bookmark: _Toc125571187]6.Y.1	Introduction 
This solution targets key issue #4 Security aspect of TNAP mobility without full authentication.
In earlier versions of TS 23.502 [XX] it was specified that EAP re-authentication (ERP) may be used for TNAP mobility in trusted access. This would enable UEs to move from one access point to another without performing a full primary authentication. This option was removed from Rel-16 and Rel-17 since the use of ERP required this to be supported by AUSF and AMF which had not been specified in stage 3 specifications. 
In short, it was specified that AUSF should generate the key rRK from EMSK and send it to the TNGF. The TNGF would then derive further keys from rRK, as specified in RFC 6696 [YY] also shown below. 

rRK
|
+--------+--------+
| | |
rIK rMSK1 ...rMSKn

where 
rRK is the re-authentication Root Key, derived from the EMSK (from the EAP authentication). 
rIK is the re-authentication Integrity Key, derived from the rRK. Used for the integrity protection of all messages between the peer and the ERP server. 
rMSK is re-authentication MSK, derived from the rRK. There are multiple keys of this type (rMSK1, …rMSKn). These keys are derived by the ERP server and the peer. 

[bookmark: _Toc125571188]6.Y.2	Solution details
This solution proposes to reuse ERP for reauthentication but modify the method of how the root key (rRK) is derived. Instead of deriving the key rRK from EMSK, the rRK is derived from KTNGF. 
Section 4.2 of RFC 6696 [YY] specifying ERP, the properties for rRK are listed:
  The rRK has the following properties.  These properties apply to the
   rRK regardless of the parent key used to derive it.

   o  The length of the rRK MUST be equal to the length of the parent
      key used to derive it.

   o  The rRK is to be used only as a root key for re-authentication and
      never used to directly protect any data.

   o  The rRK is only used for the derivation of the rIK and rMSK as
      specified in this document.

   o  The rRK MUST remain on the peer and the server that derived it and
      MUST NOT be transported to any other entity.

   o  The lifetime of the rRK is never greater than that of its parent
      key.  The rRK is expired when the parent key expires and MUST be
      removed from use at that time.

The above properties do not require that rRK is derived from EMSK, nor does it require that the rRK is derived by the EAP server. 
To fulfil the above properties, it is possible to derive the key rRK from KTNGF as long as the other keys derived from KTNGF are separated from the rRK and that the rRK is not used for anything else than further key derivation. 
The current key hierarchy for trusted access is displayed in Figure 6.Y.2-1. A proposal for how the key hierarchy can be made to reflect the needs is provided in Figure 6.Y.2-2. 
A new type of key, rRK, is derived from KTNGF. The derivation of rRK is performed according to section 4.1 of RFC 6696 [YY] replacing the input key EMSK with the key KTNGF. 
The difference is that no extra key needs to be transferred from the AMF and no ERP requests needs to be sent. 




Figure 6.Y.2-1 Current key hierarchy for trusted non-3GPP access 


Figure 6.Y.2-2 Proposal for updated key hierarchy for trusted non-3GPP access to support TNAP mobility

Editor's Note: Initial UE identifier between UE and target TNAP, and its protection, are ffs.
Editor's Note: Session correlation at the TNGF when the target TNAP contacts the TNGF is ffs.
Editor's Note: Further details on the key derivation are ffs.
Editor's Note: The need to modify rRK derivation in ERP is FFS.
Editor's Note: The problem with current rRK derivation specified in ERP (i.e., to use EMSK) is FFS.
Editor's Note: The steps and procedure for ERP bootstrapping and the ERP procedure are FFS.
[bookmark: _Toc125571189]6.Y.3	Evaluation

Editor's Note:Evaluation is ffs.
***END CHANGES***
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