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1	Decision/action requested
This pCR is proposing to add a new potential solution to study the use of ACME protocol in 5G 
2	References
[1]	3GPP TR 33.876 v0.5.0
[2] 	3GPP TS 33.210 v17.4.0
[3]             3GPP TS 33.310 v17.4.0
[4]             3GPP TS 33.501 v17.7.0
3	Rationale/ Scope

This new pCR proposes to add a new solution to study the use of ACME protocol, and a central list of trusted root certificates to facilitate the initial enrolment, and continual lifecycle management of certificates used for interface entities/network functions authentication in 5G networks.

Reason for and summary of the change:
The 5G Core replaces the monolithic Evolved Packet Core (EPC) with network functions that are not tied to specific hardware dependencies and can operate independently from each other. This cloud-based core network platform provides further flexibility than previous generations, and allows both operating existing functions and developing new functions easily using off-the-shelf technology. This enables a more flexible development of new services, as it becomes possible to connect to other components without introducing specific new interfaces.
The 5G core consists of Network Functions (NFs) which communicate with each other to deliver control plane functionality and common data repositories for a 5G network. NFs are self-contained, independent and reusable, and each exposes their functionality over a Service Based Interface (SBI), which must establish and control authorization and access to each other’s services. However, currently no architecture is defined for entity certificate orchestration, entity certificate lifecycle management, or distribution of trusted root certificates in this SBA system. This puts network operators, and vendors, in the complex position to define custom solutions for these tasks, which are currently being handled in a mostly manual way, which increases network fragility, reduces deployment velocity, and results in general weaker security. There is great risk for network and operational impacts due to mismanaged and/or expired certificates. Global carriers acknowledge this risk and are actively investigating it in GSMA’s 5G PKI work study item. 3GPP 5G specifications lack appropriate x.509 certificate automation specifications and do not reference an effective trust model, resulting in great challenges as operators migrate from an IP-centric security model to a zero-trust model.
This potential solution proposes the ACME protocol to supplement the existing specification of CMPv2, in order to solve the existing trust and certificate automation challenges in 5G. ACME is especially useful for automating short certificate lifespan renewals in mTLS implementations. An operator’s internal 5G SBA interfaces would greatly benefit from this approach, and any other entities likely to be implemented in a microservice architecture. This may also be especially useful when organisations agree to use public trust infrastructure to authenticate communications across organisational boundaries. Many public trust authorities support the ACME protocol, and many free and open source libraries already implement certificate life cycle management automation using ACME protocol.  https://cert-manager.io/ is bundled with most kubernetes setups and gives full ACME support using public CAs part of cloud native functions. The main benefits for ACME is the openness, more streamlined implementation; it can be used anywhere needed to manage certificates. CMPv2 is used in non-virtualized environments and ACME is native to cloud environments. 
Common misconceptions about ACME: 
· ACME is only for web server certificates: ACME can be used for any kind of X.509 certificate, not just for web server certificates.
· ACME only supports SSL certificates: ACME can be used to manage not only SSL certificates, but also other types of public key infrastructure (PKI) certificates.
· ACME only works with Let's Encrypt: While Let's Encrypt is a popular ACME certificate authority, ACME can be used with other certificate authorities as well.
· ACME is not secure: ACME follows security best practices and is designed to be secure, but like any other technology, proper implementation and configuration is necessary to ensure security.
· ACME requires manual renewal of certificates: ACME is designed to automate the certificate management process, including certificate renewal.
· ACME requires internet access: The protocols ACME facilitates can be used on the internet and in closed networks alike.
· ACME needs DNS entries for all requested domains or wildcard domains: While the DNS-01 challenge is among the most common ways to validate endpoint control, other methods exist. In a closed ecosystem new secure challenge types may be introduced to cover needs within that ecosystem.

This approach would address key issue 1 as noted in TR 33.876.

4	Detailed proposals
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**** START OF CHANGE (All new texts) ****

6.X	Solution #X: Using ACME protocol for certificate enrolment and renewal
6.X.1	Introduction 
This solution addresses Key Issue 1: Single certificate management protocol and procedures.
As stated in Key Issue 1, considering virtualization in 5G SBA, it is impractical to manage certificates manually. If there is no standardized use of an automated certificate management protocol, the certificate management needs to be done manually which may lead to missing refreshment of certificates and usage of expired certificates.
The solution proposes to use the ACME protocol to solve for the requirements in Key Issue 1.
It is beneficial to have standardised certificate management protocols and procedures for certificate enrolment and renewal to ensure that trusted and valid certificates are in use at all times.
The ACME protocol provides full certificate lifecycle support including enrolment, renewal and revocation. ACME is focused purely on the certificate lifecycle which provides simpler implementation and support. Machine to machine support is readily available with open-source client implementations in many languages. 
ACME offers a solution to fully address the challenges of Key Issue 1 and provide the following benefits:
-	Enables automatic acquisition and management of certificates 
-	Simplifies deployment of TLS across devices
-	Cryptographic key material can be changed automatically, replacement keys can be rolled out automatically
-	Reduces chance of global outages
-	It reduces the chance of the environment becoming calcified on a single certificate on accident because they change regularly.
-	It makes monitoring certificate lifecycles easier because changes happen on a predictable basis, which enables monitoring and proactive issue resolution.
-	Enables quicker responses to global outages when they happen
-	Reduces the chance that a vendor will divest itself the obligation for the CNF’s implementation’s requirement to manage its own certificates in favour of an “optional” certificate life cycle management operational support system.
-	Reduces the need for third party vendor ‘plugins’ to actively manage the configuration files on a running CNF.
-	Reduces the chance that third party management of certificates violates a containers’ immutability property, which in an increasingly cloud native and containerized environment is a pillar of integrity.
-	Removes vendor lock in on certificate issuance enabling migrating from one solution/vendor without code changes.
-	Using certificates uniformly across this ecosystem could help secure the network from tampering and other malicious acts.
-	Can be used with public trust anchors or in a private PKI

6.X.2	Solution details
6.X.2.1	Solution Overview
ACME can be implemented in multiple ways depending on the trust model network participants wish to use and which aspects of the 5G infrastructure will use ACME based certificates. IETF RFC 8555 is extensible to many use cases, such as the TNAuthList profile [https://datatracker.ietf.org/doc/html/draft-ietf-acme-authority-token-tnauthlist-12].
Editor’s Note: The mapping between the ACME architectural elements to the 5G Core network entities is FFS.
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Figure 6.X.2.1-1 Information covered by request signatures
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6.X.2.2	ACME Profiling for SBA
The following ACME procedures are in the scope of certificate management for SBA:
· Certificate Enrolment: Register an ACME account using an ACME client, request a certificate and solve the validation challenge to confirm control of the target(s) and the certificates will be issued. Robust solutions would include automated challenge solving.
· Certificate Renewal: At 2/3rds of the certificate lifetime, the certificate will be renewed. If automation is used, no manual work is required. Where appropriate, support for RFC 8739 - Short-Term, Automatically Renewed (STAR) Certificates is desirable.
· Certificate Revocation: Self-service revocation is possible using the registered client. Manual revocation by the CA operator is also possible in cases where self-service is not viable or desirable.
Editor’s Note: the support of SBA certificate profile as specified in TS 33.310 by ACME is FFS.
6.X.2.2.1	General Requirements
The following requirements apply to ACME usage in Service Based Architecture:
· ACME provides full certificate lifecycle functionality, but needs established trust anchors and appropriate validation challenge solving architecture.
· The usage of the senderNonce and the recipNonce fields is mandatory. The length of the fields as recommended in IETF RFC 8555 is used. The recipNonce in the very first message in the transaction is set to 0 by the sender and is disregarded by the recipient of the message.
[bookmark: _heading=h.fo57diryfh38]6.X.2.2.2	Profile for PKI Fields
[bookmark: _heading=h.wsrlfxa5efwe]6.X.2.2.2.1	General
The NF Instance certificate enrolment supports the following ACME PKI message bodies:
· Initialization Request (ir)
· Initialization Response (ip)
· Certification Request (cr)
· Certification Response (cp)
· Key Update Request (kur)
· Key Update Response (kup)
· Confirmation (pkiconf)
· Certificate confirm (certconf)
Profiles for the single message bodies above are given in the subclauses below. If no specific profile is given, the provisions of IETF RFC 8555 apply.
[bookmark: _heading=h.yvqf5y8ha1p9]6.X.2.2.2.2	Account Initialization and Response
The normal ACME flow for ACME account setup below would be adapted to streamline contact information exchange because participants will already be known within the ecosystem. TOS acceptance will be dropped, but otherwise remain a standard ACME flow. 
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Figure 6.X.2.2.2.2-1 – Account Initiation and Response
6.X.2.2.2.3	Certificate Validation 
RFC 8555 section 8 [https://www.rfc-editor.org/rfc/rfc8555.html#section-8] covers the 3 TLS validation methods (DNS, HTTP, TLS-ALPN) in detail. Additional validation methods using reliable RAN and SBA information. While DNS or HTTP challenges are the most common way in ACME to check the validity of a signing request, the request can also be validated independently of any DNS infrastructure through other methods (e.g. external account bindings)
Editor’s Note: The security threats and mitigations for protection of DNS, if used as a challenge mechanism to validate the domain ownership by client, is ffs.
Editor’s Note: Dependence on external account binding for the requesting entity is ffs.
[bookmark: _heading=h.cqvdamotvdh1]6.X.2.2.2.4	Key Update Request and Key Update Response
RFC 8555 section 7.3.5 [https://www.rfc-editor.org/rfc/rfc8555.html#section-7.3.5] covers key updates in detail and is appropriate within the 3gpp ecosystem. 
[bookmark: _heading=h.ckzpgr30ntkf]6.X.2.2.2.5	Certificate acquisition and renewal
RFC 8555 section 7.4 [https://www.rfc-editor.org/rfc/rfc8555.html#section-7.4] covers certificate acquisition. Renewals are simply another acquisition request. Typically, renewals happen at 2/3rds the lifetime of the certificates.  Where appropriate, support for RFC 8739 can be advantageous to support short lived certificates.
NOTE: Life spans for certificates are not defined by ACME and while typical use is short-lived, the life span of the certificates would be up to implementation.
[bookmark: _heading=h.529enn4wrl34]6.X.2.3	ACME Transport 
Transport of ACME messages between end entities (network elements) and RA/CA is done over HTTPS as specified in IETF RFC 2818 using JSON Web Signature RFC 7515 for additional protections. Transport between CA elements is up to the CA operator, but should use a secure channel.
NOTE: Further details on the ACME profiling will be addressed during normative work.

6.X.3	Evaluation
Editor’s Note: further evaluation is FFS

**** END OF CHANGES ****



