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1
Decision/action requested

Approve the proposed evaluation for inclusion in TR 33.876 [1].
2
References

[1]
3GPP TR 33.876 "Study on Automated Certificate Management in SBA"
[2]
3GPP TS 33.310 "Network Domain Security (NDS); Authentication Framework (AF)"
3
Rationale

An evaluation is proposed for Solution#6 "OCSP based revocation procedure". The solution has been stable for a while and does not include any issues. OCSP is a well established standard protocol. The certificate profile for SBA includes already the necessary provisions for the usage of OCSP as described in clause 6.1.3c.1 of TS 33.310 [2].
A minor update is also proposed to remove the relation to key issue #3 since those parts related to certificate updates were removed early on from the original solution.
4
Detailed proposal

Approve the following changes for inclusion in TR 33.876 [1].
**** Start of Changes****

6.6
Solution #6: OCSP based revocation procedure
6.6.1
Introduction

The solution addresses key issue 5. The provisioning of new certificates is left out for other solutions addressing key issue 1 and 2.
6.6.2
Solution details

6.6.2.1
General

The solution relies on the use of the Online Certificate Status Protocol OCSP [8]. The necessary parameters for OCSP usage are included in the certificates as per the certificate profile for SBA entities in clause 6.1.3c.3 of TS 33.310 [3]. Such parameters are assumed to be provisioned in the certificate during the enrolment procedure which is left for solutions addressing key issues 1 and 2. 

6.6.2.2
Procedure

Both server and client NFs are expected to check the status of each other's certificates during the TLS handshake using the OCSP protocol based on the parameters included in the certificates (if any). In particular for NF clients, they are expected to always check the status of the server side certificate by contacting the OCSP server unless stapling is used by the NF server. Observe that within the 5G Core, stapling can be used by the "high load" server NFs such as the UDM or NRF to alleviate the burden on the OCSP servers and reduce the signalling traffic. In case the OCSP server reply is other than valid, then the OCSP client, i.e., one of the NFs involved in the handshake, terminates the connection and considers the establishment of TLS not possible with the other end.

When revocation status is unknown (e.g., due to OCSP server unreachable), the OCSP client, i.e., one of the NFs involved in the handshake, continue the TLS connection establishment, and raise alarm for awareness. The alarm details are out of scope from 3GPP specifications. As an implementation example of such a handling, the NF logs the session ID and parameters to identify the NF entities involved in the handshake and the reason for failure and the NF raises an alarm. Further actions can be taken by the operator based on local policy.
NFs are expected to regularly check the status of their own certificates. When to do this regularly could be left to implementation or based on a configuration parameter controlled by the operator. Typically, an NF could check its own certificate status after a failure of TLS tunnel establishment. 

6.6.3
Evaluation


This solution addresses key issue 5 on "certificates revocation procedures". The solution relies on the OCSP protocol [8] which is a well-established standard protocol for certificate management. The certificate profile for SBA includes the necessary provisions for the usage of OCSP as described in clause 6.1b of TS 33.310 [2]. Therefore this solution has minimal standard impact. Furthermore, most of the existing TLS implementations already include support for OCSP.
**** End of Changes****

