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1
Decision/action requested

It is proposed to approve the pCR to TR 33.739.
2
References

[1]
3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3
Rationale

This conclusion proposes to add another item in KI#2.1 to consider the GPSI spoofing attack in TR 33.739 [1]. 

It is very practical to apply a GPSI spoofing attack if it is not addressed, which may result in UE location information leakage to an unauthorized entity. The following gives a brief sketch of such an attack.  The malicious entity registers for the same application with the victim UE. The attacker goes to a location area and learns the list of servers that are close to that area. At any time in the future, the attacker can check whether the victim UE is in that area, by just sending the victim UE GPSI to the ECS and comparing the result server list with the list received when the attacker was in that location area.
4
Detailed proposal

Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
7.X

Conclusions for Key Issue #2.1
It is concluded to reuse authentication and authorization mechanism specified in TS 33.558 to realize authorization and mutual authentication between UE and ECS/EES.

Server side certificate-based TLS authentication is mandatory supported.
It is concluded to clarify in the normative work that ECS/EES can retrieve the GPSI from the core network if necessary and the ECS/EES should not trust the GPSI received from the EEC/UE. 
Editor’s Note: Further conclusion is FFS.

*** End of Change ***
