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1	Overall description
SA3 would like to thank RAN2 for the LS on authenticity and replay protection of system information (R2-2208985 / S3-230617) and would like to reply to the following questions:
Please NOTE: SA3 has not made any conclusions on the authenticity and replay protection of system information yet, below replies are based on the information in TR 33.809.
Q1: Size of the security information or feasible ranges for the size
A1: SA3 is considering 2 signature mechanisms, ECCSI and Certificate based scheme. 
· In case of ECCSI, the total length of the security information is 1036 bits. 
· In case of Certificate based scheme, the size of the digital signature ranges from 260 to 2052 bits depending on the digital signature scheme in use. In addition to the digital signature, the public key certificate used to verify the digital signature needs to be transmitted, whose size ranges from 1200 bits to 4360 bits.
For transmission/periodicity/reception efficiency, it should be possible to split the security information and transmit it in different SIBs of different periodicity.
SA3 has not made decision on the final mechanism yet, SA3 will keep RAN2 updated on the final decision. 
Q2: Latency requirements for the delivery of the security information
A2: The periodicity of the security information (i.e., the digital signature) used to verify the authenticity of the system information should be aligned with the periodicity of the system information. Further, the time gap between the new SIB carrying the digital signature and the protected SIB should be minimized, so that UE could verify the signature of the protected SIB at the earliest.
Q3: How often and for how long the new information is expected to be sent
A3: The periodicity of the security information (i.e., the digital signature) used to verify the authenticity of the system information should be aligned with the periodicity of the system information. It is up to RAN2 to decide on the transmission repetition periodicity of the security information.
Q4: Whether all SI information or some part need to be protected
A4: SA3 expects all system information needs to be protected (including the MIB). At the least very essential messages (MIB and SIB1) need to be protected.
Q5: Whether the security information should be updated whenever any of the SIB contents change
A5: The security information should be updated whenever any of the contents of the protected SI (e.g., essential blocks such as MIB and SIB1) changes.
2	Actions
To RAN2: 
ACTION: 	3GPP SA3 kindly asks RAN2 to take the above into account.
3	Dates of next TSG SA WG 3 meetings
SA3#110bis-e 	                                                   17 -21 April 2023 		                             online
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