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	Reason for change:
	This change aligns 33.501 to stage 3 (29.510). The behavior has not changed since Rel-15, but since this alignment is not FASMO, it is only applied from Rel-18 onwards.

TS 29.500, clause 6.7.3, starting from Rel-15, statement: "For request/response semantics service operations and for the subscribe and unsubscribe operations of subscribe/notify semantics service operations, an NF service consumer may use OAuth 2.0 for the authorization of the API access, based on local configuration."

In 33.501 there is no reference to authorization for subscribe/notify, but the indirect assumption made (and for which also stage 3 is provided) is that the same processes as for request/response in terms of authorization of the service request or subscribe request apply. 

In study 33.875 it was concluded regarding the identified threats: 
A conscious decision is made to not apply token-based authorization to notification operations.
No normative work on the solutions described in this study is pursued, but 33.501 needs to be updated with a clarification that token-based authorization also applies to subscribe and unsubscribe operations, which is already described in detail in stage 3, but is missing in stage 2 requirements.

Therefore, this CR is handled as correction/alignment CR.

	
	

	Summary of change:
	Make it explicit that subscribe can also use OAuth tokens. 
Make it explicit that notifications do not use OAuth tokens. 


	
	

	Consequences if not approved:
	Misalignment between stage 3 and stage 2.
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The authorization framework described in clause 13.4.1 allows NF Service Producers to authorize the requests from NF Service requestors. Subscription requests are considered as service requests. 

The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4 of RFC 6749 [43]. Access tokens shall be JSON Web Tokens as described in RFC 7519 [44] and are secured with digital signatures or Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45].
NOTE 1a: Securing the access token using Message Authentication Codes (MAC) based on JSON Web Signature (JWS) as described in RFC 7515 [45] requires a pairwise pre-shared symmetric key between the NRF and the NF Service Producer. The provisioning of such pre-shared symmetric key is outside the scope of this document.
The basic extent provided by the authorization token is at service level (i.e. the "scope" claim includes allowed services per NF type). Depending on the NF Service Producer configuration, higher level of granularity for the authorization token can be defined adding "additional scope" information within the token e.g. to authorize specific service operations and/or resources/data sets within service operations per NF Service Consumer type.
NOTE 1: The additional scope(s) included within the access token add additional security checks at the NF Service Producer that authorizes the services operations, resources and NF Service Consumer type related to the additional scope(s). 
The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.
The OAuth 2.0 framework does not apply to the notification operation.
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