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1
Decision/action requested

This solution addresses Key Issue #2: Authorization of PIN capabilities
2
References

[1]
3GPP TR 33.882 “Study on personal IoT networks security aspects (Release 18)”
3
Rationale

This solution addresses KI#2 by using normal authorization/authentication procedure with CCA and taking into account the PIN ID in the additional scope.  
4
Detailed proposal

It is proposed to add the following solution in TR 33.882:
Start of Changes

6.Y
Solution #Y: PIN AF authorization for accessing the UDR
6.Y.1
Introduction 

This solution addresses KI#2 by using normal authorization/authentication procedure with CCA and taking into account the PIN ID in the additional scope.  
6.Y.2
Solution details

The solution is based on 13.4.1.3 “Service access authorization in indirect communication scenarios” of TS 33.501, with the PIN AF taking the role of the NF Service Consumer, the NEF the role as the SCP, the UDR the role as the NF Service Producer. The PIN AF includes the PIN ID in the additional scope which is then taken into account by the NRF for the authorization and access token generation. 
6.Y.3
Evaluation

The PIN ID should be taken into account when authorizaing the PIN AF for accessing the UDR for modifying data related to that specific PIN ID.
Editor’s Note: Further evaluation is FFS
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