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1
Decision/action requested

This document addresses KI#6 of TR 33.738.
2
References

[1] 3GPP TR 33.738 V0.2.0 (2022-07), Study on security aspects of enablers for Network Automation for 5G - phase 3; (Release 18)
3
Rationale

The Key Issue #6: Key issues on Cyber-attack detection is looking at the ue case where the NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with the support of machine-learning algorithms. 

So far two examples of cyber attacks were listed in the key issue: 

(1) MitM attacks on the radio interface: MitM attacks or fraudulent relay nodes may modify or change messages between the UE and the RAN, resulting in failures of higher layer protocols such as NAS or the primary authentication. 

(2) DoS attacks: 5G has high performance requirements for system capacity and data rate, improved capacity and higher data rate may lead to much higher processing capability cost for network entities, which may make some network entities (e.g. RAN, Core Network Entities) to suffer from DDoS attack. The NFs may also enable the detection of DDoS attacks. 
In the proposed solution, the NWDAF requests measurements from the OAM, UEs and other NFs for the UEs in the specific area where the Consumer Analytics NF suspects an attack. The NWDAF provides back analytics on the reported failures of the measurements and a prediction of a cyber attack.
4
Detailed proposal

Start of new text
6.Y
Solution #Y: Cyber attack detection with analytics from UE and OAM measurements
6.Y.1
Introduction

This solution addresses Key Issue #6: Key issues on Cyber-attack detection. 
In this KI#6, it is mentioned that TR 23.700-91 has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with the support of machine-learning algorithms. To achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs and providing alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.
According to the KI, the NWDAF requests measurements from the OAM, UEs and other NFs for the UEs in the specific area where the Consumer Analytics NF suspects an attack. The NWDAF provides back analytics on the reported failures of the measurements and a prediction of a cyber attack.
6.Y.2
Solution details

The NWDAF performs analytics based on the received measurements from UEs and from the OAM system in order to detect anomalies and cyber attacks, like MitM attacks.
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Figure 6.Y.2-1: UE configuration for performing measurements
1.
The Analytics Consumer NF (e.g. the OAM system, NWDAF, etc.) wants to retrieve analytics for a specific cause (e.g. DoS, MitM, etc.) in a specific location (e.g. Cell ID, TAI, list of cells or TAIs etc.). 

In order to retrieve the identities of the UEs in the requested area, the NWDAF needs to query the UDM/UDR, OAM or AMF, described with the following 3 options: 

2.
The Analytics Consumer NF queries the UDM/UDR with the location information in order to get the SUPIs/GPSIs of the UEs residing in the last known stored location that is matching the location information. The Analytics Consumer NF or the UDM/UDR may limit the numbers of SUPIs/GPSIs to a maximum number in the list to achieve the tradeoff of reasonable number of measurements for meaningful analytics and on the other hand the overhead processing and signalling to receive the measurements.

3.
The Analytics Consumer NF sends a Nnwdaf_UE_Measurement_Request with the cause and the list of SUPIs/GPSIs to the NWDAF. The NWDAF provides the central analytics service for the retrieved logs from various sources (NFs, OAM, AF (accumulated measurement reports from the UEs)).
4.
The NWDAF selects the parameters to be measured based on the cause value. Those parameters may be different e.g. for MitM, DoS or DDoS measurements. The NWDAF selects a meaningful time duration for the measurements. 

5a. The NWDAF sends a Naf_UE_Measurement_Request to the AF, including the list of GPSIs, the parameters to be measured and the measurement duration. The NWDAF may provide the location information. The NWDAF may subscribe to notifications on the measurement reports. 
5b. In the cases that the DDosS may arise from malicious UE(s) itself, NWDAF sends event exposure subscribe request to AMF/AUSF to be notified in case the number of failures at them reached a certain threshold. The failures can for instance be authentication failures. Since the UE(s) which trigger these DDoS attacks are suspected to be rogue, it is assumed that the authentication of these UE(s) will fail.
6. In case the threshold is reached, the AMF/AUSF indicates the NWDAF about the failures along with the geographical area (indicated by TAIs)

7. NWDAF then triggers log collection from AMF, AUSF via a direct subscription and RAN node via OAM in order to receive in depth information including failure type, SUCI, gNB details where the attack is suspected, TAI of the reported failure, NGAP UE-TNLA binding, TNL association, number of requests received, etc. 
Editor’s Note: It is FFS whether there is a service interaction between NFs that exposes logs via direct subscription.
8. 
The AF creates a measurement policy based on the parameters to be measured.

9. 
The AF sends a Measurement Policy provisioning message to the UEs identified by the GPSIs. The AF may trigger a new application session in case the UE is not connected to the AF at this point in time, similar as described in TS 23.288 [5] clause 6.2.8. The steps 7 and 13 are exchanged in a similar way as in in TS 23.288 [5] clause 6.2.8, step 4. How the Measurement Policy is provisioned will be defined by stage 3. 
10. The AF acknowledges the request from the NWDAF in a Naf_UE_Measurement_Response. 

11. The NWDAF sends an OAM UE Measurement Request to the OAM system, containing the list of parameters to be measured and the list of SUPIs as well as the measurement duration. The NWDAF may request other suitable NFs (e.g. AMF, AUSF, UDM) for protocol failure reporting for the list of UEs.

12. The OAM system initiates the measurement according to the parameters or selects the available measurements for the list of SUPIs. 

13.
The OAM system provides the measurements for the list of SUPIs to the NWDAF in a OAM UE Measurement Response.
14. The UEs apply the Measurement Policy from the AF and perform the measurements accordingly for the measurement duration. If the location information is included in the measurement policy, then the UE may only perform the measurement as long it is located in the area matching the location information. 

15.
The UEs provide the measurement results to the AF after the measurement duration expired. 

16.
The AF accumulates the measurement reports from the UEs. 

17.
The AF sends the accumulated measurement reports to the NWDAF. 

18.
The NWDAF performs analytics based on the measurement results from the OAM and based on the accumulated measurement results from the AF. The NWDAF may detect anomalies and compares the results from the two sources.
In the case that of detecting DDoS, NWDAF may follow the procedure as mentioned in steps 5b, 6 and 7. 
Editor’s Note: It is FFS whether the NWDAF can only see what is sent on service-based interfaces, but not the sources like e.g. logs that are not available there.
19.
The NWDAF provides the analytics back to the Analytics Consumer NF in a Nnwdaf_UE_Measurement_Response.

The gNB protocol failure information may be available via the OAM system. 

When the NWDAF performs the analytics based on the OAM and UE measurement reports and takes also the information from other NFs into account (AMF, UDM, AUSF). Based on the analytics, the NWDAF detects the anomalies of a cyber attack, e.g. the UEs when being camping at a MitM basestation.  

On request of the service consumer, the NWDAF shall collect and analyse UE signalling failure information and/or expected UE behavioural parameters from the 5GC NFs (AMF, UDM, AUSF), OAM and the UE, depending on Exception IDs.

NOTE:
Care needs to be taken with regards to load by avoiding to cause major extra signalling when collecting data from many UEs.

NOTE:
Based on the outcome of the conclusions to KI#3 of TR 33.809, additional parameters may be added for the measurements.

Table 6.Y.2-1: Exceptions information from UE, OAM, AMF, UDM, AUSF and gNB 

	Information
	Description

	UE ID
	5G GUTI (AMF only), SUPI/GPSI to identify the UE or NGAP UE-TNLA binding (in the case of unsuccessful UE authentication)

	Exceptions (1..max) (NOTE 1)
	

	  >Exception ID
	Indicating the Exception ID (such as RRC message timeouts, NAS message timeouts, RRC message protection failure, NAS message protection failure, Authentication failure, Registration failure, connection attempts per time window etc), gNB ID where the DDoS is experienced, AMF ID, TAI, etc.

	  >Exception Level
	Scalar value indicating the severity of the signalling failure behaviour.

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE 1:
The Exceptions information could help NWDAF to train a signalling failure classifier, which could be used to classify behaviour data into Normal behaviour or Exception.


Corresponding to the cyber attack Analytics ID, the analytics result provided by the NWDAF is defined in Table 6.Y.2-2 and Table 6.Y.2-3. Depending on the exception from different measurement reports from the UE, OAM and NFs on the signalling failure statistics as shown in Table 6.Y.2-2, the NWDAF provides analytics of the exceptions and generates an estimation for a cyber attack as shown in Table 6.Y.2-3.
Signalling failure statistics information is defined in Table 6.Y.2-2.

Table 6.Y.2-2: Signalling failure statistics
	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	  > Exception ID
	The risk detected by NWDAF

	  > Exception Level
	Scalar value indicating the severity of the signalling failure behaviour

	  > Exception trend
	Measured trend (up/down/unknown/stable)

	  > UE characteristics
	Internal Group Identifier, TAC

	  > SUPI list (1..SUPImax)
	SUPI(s) of the UE(s) affected with the Exception

	  > Ratio
	Estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting

	  > Amount
	Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")


Cyber attack predictions information is defined in Table 6.Y.2-3.

Table 6.Y.2-3: Cyber attack predictions

	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	  > Exception ID
	cyber attack (MitM, DDoS, etc.)

	  > Exception Level
	Scalar value indicating the severity of the signalling failure behaviour

	  > Exception trend
	Measured trend (up/down/unknown/stable)

	  > UE characteristics
	Internal Group Identifier, TAC

	  > SUPI list (1..SUPImax)
	SUPI(s) of the UE(s) affected with the Exception

	  > Ratio
	Estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting

	  > Amount
	Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")

	  > Confidence
	Confidence of this prediction


6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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