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1
Decision/action requested

It is proposed to approve this pCR to update conclusion#2.2.
2
References
[1]
3GPP TR 33.739 Study on Security Enhancement of Support for Edge Computing — Phase 2
3
Rationale
Currently TR 33.739 clause 7.X captures the following conclusion for Key Issue#2.2:
Getting the authentication method selection information via ECS configuration is simple when TLS PSK method is not used for mutual authentication between the UE and the ECS/EES. Listing all the supported authentication method in ClientHello for every TLS connection establishment is not a good option. Further, on the AKMA support (when the UE includes AKID in every TLS connection establishment), there is complexity for the ECS/EES to check for the support of an AKMA interface for every request. 

Therefore, this pCR proposes an optimization along with re-using TLS 1.3, by UE/EEC determining the authentication method based on the ECS/EES configuration information if information on selected authentication method is present in the ECS/EES configuration information. If no information on selected authentication method is present in the ECS/EES configuration information, it is concluded that the negotiation mechanism will re-use existing TLS 1.3. 

4
Detailed proposal

*** Start Change ***
7.X 
Conclusions for Key Issue#2.2
1. The UE/EEC determines the authentication method based on the information in the ECS/EES configuration information, if information on selected authentication method is present in the ECS/EES configuration information. 
2. If no information on selected authentication method is present in the ECS/EES configuration information, it is concluded that the negotiation mechanism will re-use existing TLS v1.3. 
3. The selected authentication method in the ECS/EES configuration information can be provided by:

- Core Network (as part of PDU establishment procedure)

- ECS (as part of service provisioning procedure)

- UE (Once an authentication method is selected using TLS 1.3, the UE stores the selected algorithm in the ECS/EES configuration information). 

*** End Change ***
7.X 	Conclusions for Key Issue#2.2


It is concluded that the negotiation mechanism will re-use existing TLS v1.3.


Editor’s Note: Further optimization on negotiation is FFS.








