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1
Decision/action requested

It is requested to approve this pCR for resolving EN in TR 33.809.
2
References
NA
3
Rationale

This contribution proposes to use AS Security Mode Command message for sending SI protection information, to resolve the following Editor's Note:

Editor's note:
The feasibility of including these parameters in this step is FFS.
This contribution also proposes to add some steps to address the following issues:

· If all gNBs in the world are not implemented to support a signing mechanism, an attack by FBS is possible. For example, FBS may remove a signature related part in MIB/SIB message, modifiy the message, and broadcast the modified message to lure victim UEs. In this case, UE may decide to camp on the cell, i.e., FBS cell.
· UE may not have a key material (e.g. KMS Public Authentication Key in case of ECCSI or CA certificate to verify the certificate of the gNB in case of classic PKI) to verify a signature in a cell. In this case, the UE cannot verify the signature.
4
Detailed proposal
*** Start Change ***
6.7.2.4
Capability negotiation

The UE and the serving PLMN require a secure negotiation mechanism so that both have a common understanding of where and which SI messages are protected. This solution proposes the AS layer based negotiation as shown in the Figure 6.7.2.4-1.
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Figure 6.7.2.4-1: SI protection capability negotiation

This proposed negotiation works as below:
1) A gNB broadcasts system information message. The gNB may sign the system information message and broadcast it with the signature.
2) If the system information does not have a signature, UE stores the fact (i.e. the system information does not have a signature) and goes to step 3.

If the system information has a signature and UE finds a key material (e.g. KMS Public Authentication Key in case of ECCSI or CA certificate to verify the certificate of the gNB in case of classic PKI) to verify the signature, UE verifies the signature. If the verification succeeds, UE goes to step 3. Otherwise, UE stops the procedure and initiates a cell re-selection procedure.
If the system information has a signature but UE does not have a key material to verify the signature, UE stores the system information with the signature and the certificate of the gNB, if received.
3) The UE indicates its capability to verifiy SI signatures to the gNB via AMF in a Registration Request message.
4) The gNB uses the UE’s capability to decide whether or not to give SI protection information to the UE.

5) For capable UEs, the gNB sends the following SI protection information in AS Security Mode Command message:

5.1)
Cells for which the broadcast SI should have signature, e.g., TAIs, PCIs, and Cell IDs. It is proposed that at least the TAIs are included.

5.2)
SI numbers which should be covered by the signature. It is proposed that at least the minimal SI (i.e., MIB and SIB1) should always be covered.
6) Based on step 2 and step 5, UE may detect an attack by a FBS.

a) If the system information did not contain a signature in step 2 and;
a-1) if the gNB indicated in step 5 that it does not support signing the system information, UE continues the procedure.

a-2) if the gNB indicated in step 5 that it supports signing the system information, UE stops the procedure and initiates a cell re-selection procedure.

b) If UE stored the system information with the signature in step 2 and if the gNB indicated in step 5 that it supports signing the system information, UE verifies the signature stored in step 2 by using the key material sent by AMF as described in Figure 6.7.2.1-2.
7) If UE determines that there is no attack by a FBS between the UE and the gNB, UE sends AS Security Mode Complete message to the gNB.
8) The AMF sends the Registration Accept message to the UE.
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