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Attachments:	
1	Overall description
SA3 would like to thank SA2 for the LS on LPP message and supplementary service event report over a user plane connection between UE and LMF. 
SA2 asked the following question to SA3:
SA2 kindly asks SA3 to comment on security information (provided by LMF to UE to establish the user plane connection which subsequently transfer LPP message and supplementary service event report) and security procedures and protocols that might be used between UE and LMF.
Answer:
SA3 would like to point out that currently the UE and LMF do not share any existing security material for setting up a secure UP session between them. Therefore any security handling would need to be new and might need to be studied in SA3. 
SA3 proposes that plain TLS between the UE and LMF is used, however the solutions look different depending on the requirements for the authentication between the UE and LMF, for example, service side (LMF) authentication vs mutual authentication:
a)	In the case of server side only authentication, the UE is not authenticated. This may be limiting the information which can be provided to the UE by the LMF. In this case the UE only needs to have a root certificate from the same Certification Authority (CA) as the one providing the certificate for the LMF. This root certificate can be used to verify the server (LMF) certificate. The LMF certificate is provided to the UE as part of the TLS handshake.
b) In the case of mutual authentication, the UE needs to be provisioned with a client certificate that the LMF can trust. 
Moreover, it should be observed that any solution which uses TLS, should be based on TLS 1.3. TLS 1.2 has been obsoleted by IETF since 2018. NIST requires all nodes without exceptions (even already deployed nodes) to support TLS 1.3 by January 2024. 3GPP has required support of TLS 1.3 since Rel-16.
2	Actions
To SA2 
ACTION: 	SA3 asks SA2, CT1, RAN2 and CT4 groups to take the above information into account.

3	Dates of next TSG SA WG 3 meetings
SA3#110Bis-e	17 - 21 April 2023	Electronic meeting
SA3#111	22 - 26 May 2023		EU (TBD)

