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Rationale

Conclusion proposal for key issue #1.
4
Detailed proposal
*** BEGIN CHANGES ***
7.1
Key Issue #1: Security for UE-to-UE Relay discovery
For Key Issue #1, the followings are taken as conclusions:

There are two types of discovery security materials used to protect 5G ProSe UE-to-UE Relay discovery messages. One is used to protect the direct discovery set, and the other is used to protect the U2U discovery set. The security mechanism defined in clause 6.1.3.2.3 of TS 33.503 [6] is reused to protect the direct discovery set and U2U discovery set. The data elements in the direct discovery set and U2U discovery set are specified in the normative phase.

5G DDNMF can be used to provision direct discovery security materials, and the security material provision procedures defined for Model A and Model B specified in clause 6.1.3.2 of TS 33.503 [6] apply.

PKMF can be used to provision direct discovery security materials and U2U relay discovery security materials. When multiple PKMFs are involved in U2U relay discovery, there is no interaction between the PKMFs.
For the scenario where the discovery is integrated into PC5 link establishment procedure, the discovery security is realized through extending the Direct Communication Request (DCR) by adding a new parameter to carry the U2U discovery message. The format of the U2U discovery message put into the DCR is the same as the normal U2U discovery message.
For the provision of discovery security materials, Solution #16 is taken as the baseline for normative work, For the security of U2U discovery message, Solution #28 and Solution #24 is taken as the baseline for normative work.
Editor’s Note: further conclusion is FFS.
*** END OF CHANGES ***

