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Decision/action requested

Approve the pCR to TR 33.876.
2
References

[1]
3GPP TR 33.876 V0.5.0: "Study on automated certificate management in Service-Based Architecture (SBA)"

3
Rationale

The solution #13 is to solve Key Issue 2: Security protection of NF certificate enrolment.
This contribution is to address below two Editor's Notes in the solution #13. 
Editor’s Note: The use of this configuration for provisioning of CA/NF credentials is FFS.

Editor’s Note: Details on the authentication credentials are FFS.
This contribution also adds evaluation to the solution.

4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 

*** Start of Change ***
6.13
Solution #13: Build initial trust for NF certificate enrolment
6.13.1
Introduction

This solution addresses Key Issue 2: Security protection of NF certificate enrolment.

As stated in the key issue details, before issuing a certificate, operator CA/RA needs to establish an initial trust with the requestor NF instance, ensuring that the requestor NF instance is the correct one and is entitled to request a certificate. This solution introduces certificate management (CM) proxy functionality to verify the NF identies, and facilitates the initial trust establishment between NF and CA/RA. Considering that the new functionality also acts as a bridge between CA domain and SBA domain, it can be implemented in the same entity called as Certificate Management Network Entity (CMNE) that is introduced in the Solution #7: A solution addressing the relation between certificate lifecycle management and NF lifecycle management. 
To enhance the trustworthiness of the virtualized 3GPP NF, it is proposed to have optional procedures where CM proxy acting as Relying Party can verify NF based on attestation result when attestation is in use. The details of attestation solution and procedure is further investigated in the FS_SIV study [17] and out of scope of this solution.
It is also assumed that the CM proxy trusts the OAM and CA/RA, and there are many ways to establish the trust between them (for example SSH or TLS), which is out of scope of this solution. 
6.13.2
Solution Details

The following description provides a high-level overview about a possible solution by introducing the certificate management (CM) proxy as a bridge and facilitate the initial trust establishment between NF and CA/RA without having impact on CA/RA. The description shows the steps by which an entity in the NF receives an end-entity certificate. The individual steps are only indicative.
NOTE: How to perform and use attestation and as well as trusted execution is out of scope of this solution. 
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Figure 6.13.2-1: High-level procedure to build initial trust for NF certificate enrolment 

1. NF has been successfully instantiated (with day-0 configuration).

The day-0 configuration can include the initial credential and trust anchors (e.g. root certificate) to be used by NF to establish a secure communication channel initiated from CM proxy.

For example, if TLS is used as a secure communication channel between NF and CM proxy, the NF can be preconfigured with a TLS server certificate which is signed by a root certificate that is stored in the CM proxy.

NOTE 1: The initial credential used for authentication between CM Proxy and NF can be provisioned through day-0 configuration of NF and CM Proxy. For example, the initial credential can be a one-time secret pre-configured in the NF and the CM Proxy. 

NOTE 2: The initial credential used for authentication between CA and NF can be provisioned through configuration of CM Proxy or CA/RA. In this solution, as an example, the initial credential used by CA/RA to authenticate the NF is Initial Authentication Key (e.g., one-time secret) pre-configured in the CA/RA.

2. (Optional when attestation is in use) To enhance the trustworthiness of the virtualized 3GPP NF, the virtualised NF instance is attested. It is assumed that the attestation results are maintained by the Attestation Verifier for subsequent access [17].

3. CM proxy is provisioned through OAM procedure with necessary information.

The necessary information includes initial credential to be used by CM proxy to setup secure communication channel with NF. For example, if TLS is used as a secure communication channel between NF and CM proxy, the CM proxy can verify the TLS server certificate of the NF using a preconfigured root certificate in the CM proxy.

The necessary information also includes NF identities (e.g., FQDNs to be presented in the certificate).

4. (Optional when attestation is in use) CM proxy acting as Relying Party can verify VNF based on attestation result and decide whether the NF is eligible for certification or not.

5. CM proxy registers NF end-entity to CA/RA.

The identities of NF end-entity (got from previous steps) are registered to CA/RA. 

6. CA/RA provides authentication credentials to the CM proxy. 

Depends on the agreement with the CA/RA, for example an initial authentication key (IAK) is agreed to be used in the enrolment protocol to get a certificate for the NF end-entity, the CA/RA sends IAK as the authentication credentials to the CM proxy.

NOTE 3: The Initial Authentication Key (IAK) is described in the RFC 4210 without details. As an example, the authentication credentials can be a one-time secret used by CA to authenticate the received certificate signing request (CSR) associated with the registered NF identity in step 5.

7. CM proxy provides the NF about enrolment information and authentication materials.

The enrolment information includes enrolment protocol, CA/RA details and registered NF identities in step 5.

The authentication materials sending from CM proxy need be protected. For example, if TLS is used as a transport layer protection between NF and CM proxy.

8. NF generates key pair and prepares the CSR (Certificate Signing Request) message.

9. NF sends the certificate enrolment request to the CA/RA. Authentication credential received in step 7 is used to to authenticate the origin of CSR from the end entity to the CA/RA.
The NF can authenticate the CA/RA based on out-of-band means. For example, CA/RA's root certificate is pre-configured as trust anchor in the NF, or it is installed during step 7.

10. CA/RA returns the issued certificate to the NF.

CA/RA validates the certificate enrolment request based on local policies using the identities received in step 5.
6.13.3
Evaluation


This solution introduces a new certificate management (CM) proxy functionality which acts as a bridge between SBA domain and PKI domain, and facilitates the initial trust establishment between NF and CA/RA without having impact on CA/RA.

The NF end-entity identities (e.g., FQDNs to be presented in the certificate) are registered by CM Proxy to CA/RA without having impact on CA/RA. The CA/RA can validate the certificate enrolment request based on local policies and registered identities.

The presence of CM Proxy provides a possibility to intergrate with an attestation solution if needed, i.e., CM Proxy acts as Relying Party role and verifies VNF based on attestation result when attestation is in use. The details of attestation solution and procedure is further investigated in the FS_SIV study [17] and out of scope of this solution.
*** End of Change ***
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