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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.898
2
References

[1]
3GPP TR 33.898: "Study on security and privacy of AI/ML-based services and applications in 5G"
3
Rationale

This contribution proposes to add a new solution to KI #1 of TR 33.898 [1].
4
Detailed proposal
*************** Start of the 1st Change ****************
5.Y
Solution #Y: OAuth 2.0 based 5GC assistance information exposure authorization
5.Y.1
Introduction


This solution addresses KI #1 without relying on static authorization policies in UDM/UDR.

This solution reuses the OAuth 2.0 [y], which is already captured in clause 12 and clause 13 of TS 33.501 [4], to authorize the AF to request 5GC assistance information.
5.Y.2
Solution details
This solution reuses the client credentials grant type in OAuth 2.0 [y], which is already captured in clause 12 and clause 13 of TS 33.501 [4], to authorize the AF to request 5GC assistance information.
Step1. The authorization server(i.e. NRF/CAPIF core function/NEF) is provisioned with authorization policies, which are utilized to authorize the exposure of 5GC assistance information related to a specific UE.
Step2. To obtain the token that can authorize AF to request the exposure of 5GC assistance information related to a specific UE, the AF sends the token request to the authorization server. 
Step3. With the authorization policies, the authorization server (i.e. NRF/CAPIF core function/NEF) authorizes AF to request to expose 5GC assistance information. If the AF is authorized, the authorization server sends the access token to the AF. The access token sent to the AF includes the UE identifier (e.g., GPSI) and the 5GC assistance information identifier (e.g., TAC information).  
Step4. AF sends the 5GC assistance information exposure request and access token to the NEF.

Step5. NEF checks the request against the token. If the token is valid and the context of the request matches the token, NEF exposes the 5GC assistance information to the AF.
5.Y.3
Evaluation
TBA
*************** End of the 1st Change ****************
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