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1
Decision/action requested

It is requested to approve the new solution for key issue #1 in 3GPP TR 33.700-28
2
References

[1]
3GPP TR 33.700-28 v0.3.0
Study on security aspects of satellite access
3
Rationale
This pCR proposes to add a new solution for key issue #1 in TR 33.700-28 [1]. 
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.700-28: "Study on Integration of satellite components in the 5G architecture; Phase 2".
[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[x]
3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
*************** Start of the 2nd Change ****************
6.Y
Solution #Y: Profile-based AF authorization for providing UE out-of-coverage period 
6.Y.1
Introduction 


This solution addresses Key Issue #1 on protection of UE unreachability period retrieved by 5GC/EPC. Specifically, it addresses the requirement in KI#1: “The 5GS/EPS shall provide a means to ensure that the AF/external server is authorized to provide UE unreachability period information”.
In TS 33.501 [3], clause 12.4 specifies OAuth 2.0 based solution for the AF authorization, which is a service level authorization. However, when providing UE out-of-coverage period, how the AF is authorized to provision the information related to a specific UE is not clear. If the AF is not authorized on a per UE level, it can even provide out-of-coverage period of a UE not under its authority. This solution introduces a method for authorizing the AF on a per UE level by checking the privacy profile of the target UE. 
6.Y.2
Solution details
The solution assumes that the UE already knows which AF(s) is/are allowed to provide its out-of-coverage period, e.g. via pre-configuration. As UE out-of-coverage period concerns the UE information on its current and/or future location, this solution takes UE out-of-coverage period as a privacy related parameter which can be taken into a UE pirvacy profile, i.e. the UE can include the information of the AF(s) allowed to provide its out-of-coverage into its location privacy profile.
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Figure 6.Y.2-x: UE Privacy Profile Setting initiated by the UE
By reusing the procedure of UE Location Privacy Setting Procedure defined in clauses 6.12.1 of TS 23.273 [x], the UE can provide its generated or updated UE privacy profile to the UDM, which then notify the NEF subscribed for the notification. The UE privacy profile contains the info of the AF(s) allowed to provide UE out-of-coverage period. Then when receiving the UE-out-of-coverage provision request from the AF, the NEF is able to authorize whether the requesting AF is allowed to provision UE out-of-coverage period into the 5GC based on the UE privacy profile.
6.Y.3
Evaluation


TBA
*************** End of the Changes ****************
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