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1
Decision/action requested

SA3 is kindly asked to approve the proposed evaluation for solution #11 in TR 33.893.
2
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3
Rationale

This pCR proposes to add evaluation for solution #11 in TR 33.893 [1].

Further, there is an editor’s note in the solution stating that whether finer level authorization (apart from service authorisation by network during discovery) is FFS. Actually in clause 8.6 of TR 23.700-86 [2], there are notes stating that “The procedure for Privacy handling on Ranging and sidelink positioning service exposure needs to be determined by SA3 Group i.e. the authorization of the SL positioning client UE for Ranging and sidelink positioning service invocation of two other UEs”. This is a concern to preserve the privacy of the to-be measured UE(s) when its/their Ranging/SL positioning result is to be exposed to a SL Positioning Client UE. Privacy is UE specific, service authorization without identifying the specific UE is not able to meet the privacy requirement of the UE. Hence, this pCR proposes to remove the editor’s note from the solution.
There is another editor’s note in the evaluation stating that which of the three options in the solution is preferred is FFS. Actually the three options are used in different conditions. If the Client UE can already determine the to-be-measured UEs when initiating discovery, the authorization can be performed early during discovery. If the Client UE cannot determine the to-be-measured UEs yet when initiating discovery, the authorization needs to be performed after discovery. With Client UE not Ranging/SL positioning capable, the authorization can only be performed during link establishment. With Ranging/SL positioning capable Client UE, the authorization can be performed either during link establishment or during Ranging/SL positioning operations. These considerations are captured in the evaluation part and the option to be selected for Ranging/SL positioning capable Client UE is to be determined during normative work. Hence, this pCR also propose to remove this editor’s note from the evaluation.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.0
Mapping of solutions to key issues


Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution #11: Client UE authorization for service exposure through sidelink
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*************** Start of the 2nd Change ****************

6.11
Solution #11: Client UE authorization for service exposure through sidelink
6.11.1
Introduction 

This solution addresses Key Issue #2 on authorization for Ranging/Sidelink Positioning Service. Specifically, it addresses the fourth requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of a SL Positioning Client UE for triggering Ranging/Sidelink Positioning services and obtaining the location information”.
In clause 8.6 of TR 23.700-86 [2], it is concluded that SL Positioning Client UE can invoke Ranging/SL positioning service to be performed between two other UEs. For accessing Ranging/SL positioning service and obtaining the Ranging/SL positioning result of other UEs, SL Positioning Client UE needs to be authorized, so as to avoid privacy violation of the involved UEs and charging invalidation. Authorization of SL Positioning Client UE needs to be performed at different levels:

-
The first level of authorization is for service access, i.e. SL Positioning Client UE should be authorized to request Ranging/SL positioning service. This level of authorization could be achieved with the existing authorization method during direct discovery and communication establishment as defined in TS 33.503 [6].

-
The second level of authorization is for preserving UE privacy. This is because, even if SL Positioning Client UE is authorized to request Ranging/SL positioning service, it does not mean that Ranging/SL positioning result of a pair of any UEs can always be exposed to SL Positioning Client UE. For example, it is possible that SL Positioning Client UE is allowed to request ranging result between UE1 and UE2, but may not be allowed to request ranging result between UE3 and UE4. Without further check on the authorization info of the involved UEs, there is still the risk that ranging result between specific UEs could be exposed to unauthorized SL Positioning Client UE. Therefore, SL Positioning Client UE needs to be further authorized on whether it is allowed to obtain ranging result of the involved UEs.

Also as per clause 8.6 of TR 23.700-86 [2], the Ranging/SL positioning service can be exposed to a SL Positioning Client UE either through sidelink or through 5GC network. This solution introduces a method of finer level of authorization for preserving UE privacy before SL Positioning Client UE requests to obtain ranging result between two specific UEs through sidelink.

6.11.2
Solution details

6.11.2.1
Authorization of SL Positioning Client UE during direct link establishment
As per TR 23.700-86 [2], SL Positioning Client UE may not support Ranging/SL positioning operation, but is able to establish PC5 direct communicate with the Reference/Target UE which sends ranging results to the SL Positioning Client UE. During the establishment of direct communication, to prevent the SL Positioning Client UE from requesting ranging results of the UEs it is not allowed to have, the Reference/Target UE should be able to authorize the SL Positioning Client UE based on the information of the involved UEs sent by the SL Positioning Client UE in the Direct Communication Request. 
As the Reference/Target UE itself may lack the information required to authorize the SL Positioning Client UE, it needs the support from the network for the authorization. The network function which is able to support the authorization could be the network function provisioning the information of Ranging/SL positioning exposure to the UE during Service Authorization and Information Provisioning procedure. Based on the authorization result provided by the network, the Reference/Target UE then determines whether to proceed with security establishment for the PC5 connection or not.
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Figure 6.11.2-1: Authorization of SL Positioning Client UE during Direct Link Establishment
1.
SL Positioning Client UE and one of the involved UEs (UE1) discover each other using Model B discovery.
2.
SL Positioning Client UE performs direct PC5 link establishment procedure with UE1 by sending the Direct Communication Request (DCR) message. The message contains at least the Source info (Client UE info), the Destination info (UE1 info), the Service info (Ranging Service Code), as well as the target UE info (UE2 info) of which the Client UE intends to request the ranging result.

3.
Upon receiving the DCR message from the SL Positioning Client UE, UE1 sends an Authorization Request message to its PKMF/PCF. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

NOTE: 
UE1 (the UE that the SL Positioning Client UE communicates with) needs to be in network coverage.
4.
Based on the information in the received request, the PKMF/PCF of UE1 sends the Authorization Request message to the PKMF/PCF of the Client UE, which authorizes whether the Client UE is allowed to request ranging result of UE1/UE2 based on its local information. Or the PKMF/PCF of the Client UE further interacts with the Ranging/SL positioning server for authorizing the Client UE. Or the PKMF/PCF of UE1 sends the Authorization Request message directly to the Ranging/SL positioning server for authorizing whether the Client UE is allowed to request ranging result of UE1/UE2. The message contains at least the Client info, the involved UE info (UE1/UE2 info) and the Ranging Service Code. The Ranging/SL positioning server then returns the authorization result to the PKMF/PCF of the UE1 directly or via the PKMF/PCF of the Client UE.

5.
The PKMF/PCF of UE1 returns the authorization result to UE1.

6a.
If the authorization is successful, UE1 performs a Direct Auth & Key Establish procedure with the SL Positioning Client UE. Then UE1 proceeds to step #7.

6b.
If the authorization fails, the UE1 sends a Direct Communication Reject message to the SL Positioning Client UE, which may contain the failure cause. Then the following steps are not performed.

7.
UE1 sends Direct Security Mode Command message to the SL Positioning Client UE for establishing PC5 security context. 

8.
Upon receiving Direct Security Mode Command, the SL Positioning Client UE responds Direct Security Mode Complete message to UE1.

9.
Upon receiving Direct Security Mode Complete, UE1 starts to perform the Ranging/SL positioning procedure with the involved UEs (UE1/UE2) respectively.

10.
UE1 calculates the ranging result between the involved UEs and responds to the SL Positioning Client UE with Direct Communication Accept message, which contains the ranging result between the involved UEs (UE1/UE2).
6.11.2.2
Authorization of SL Positioning Client UE after direct link establishment
If the SL Positioning Client UE is Ranging/SL Positioning capable, and if the Ranging/SL Positioning layer is above ProSe/V2X layer (pending on the conclusion in TR 23.700-86 [2]), it is proposed to authorize SL Positioning Client UE after PC5 link establishment, so that the existing PC5 direct communication procedure defined for ProSe/V2X layer will not be impacted. That means the authorization of SL Positioning Client UE is performed during the control operation procedures via SR5 interface over the established PC5 link and probably using RSPP/SLPP protocol.
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Figure 6.11.2-2: Authorization of SL Positioning Client UE after Direct Link Establishment
1.
SL Positioning Client UE and one of the involved UEs (UE1) discover each other using Model B discovery.

2.
SL Positioning Client UE and UE1 establish a PC5 link, which is protected using the PC5 direct communication security mechanism defined in TS 33.503 [6].

3.
To invoke the Ranging/SL positioning between UE1 and UE2, the SL Positioning Client UE sends a ranging service request to UE1 on SR5 interface (e.g. using RSPP protocol) to request ranging result between UE1 and UE2. The SR5 message may include the SL Positioning Client UE info and the involved UE (UE1/UE2) info.

4.
UE1 sends an Authorization Request message to its PKMF/PCF. The message contains at least the SL Positioning Client UE info, UE1/UE2 info and the Ranging Service Code.

5a.
Based on the information in the received request, the PKMF/PCF of UE1 sends the Authorization Request message to the PKMF/PCF of the Client UE. The PKMF/PCF of the Client UE authorizes whether the Client UE is allowed to request ranging result of UE1/UE2 based on its local information, or the PKMF/PCF of the Client UE further interacts with the Ranging/SL positioning server for authorizing the Client UE. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

5b.
Based on the information in the received request, the PKMF/PCF of UE1 sends an Authorization Request message to the Ranging/SL positioning server to authorize whether the Client UE is allowed to request ranging result of UE1/UE2. The message contains at least the Client UE info, the involved UE info (UE1/UE2 info) and the Ranging Service Code.

6a.
The PKMF/PCF of the Client UE returns the authorization result to the PKMF/PCF of UE1, or the Ranging/SL positioning server returns the authorization result to the PKMF/PCF of UE1 via the PKMF/PCF of the Client UE.

6b.
The Ranging/SL positioning server returns the authorization result to the PKMF/PCF of UE1.

7.
The PKMF/PCF of UE1 returns the authorization result to UE1.

8a.
If the authorization is successful, UE1 starts to perform the Ranging/SL positioning procedure with UE2. Then UE1 proceeds to step #9.

8b.
If the authorization fails, UE1 does not perform ranging with UE2 but responds to the SL Positioning Client UE with the Ranging service response, which may contain the failure cause. Then the following steps are not performed.

9.
UE1 calculates the ranging result between the involved UEs and responds to the SL Positioning Client UE with the Ranging service response. The ranging service response includes the ranging result between the involved UEs (UE1/UE2).
6.11.2.3
Authorization of SL Positioning Client UE during direct discovery
Though SL Positioning Client UE may not support Ranging/SL positioning operation, it still needs to perform direct discovery procedure to discover one of the UEs (Reference/Target UE) performing Ranging/SL positioning operations. If the SL Positioning Client UE already knows the specific UEs from which it expects to obtain the ranging result when performing discovery procedure with the network, it is then able to send the information of the specific UEs to the network, which then could help to authorize the SL Positioning Client UE based on the UE information. Only after the SL Positioning Client UE is successfully authorized (service access authorization + UE privacy authorization), the network will provision the discovery security materials to the SL Positioning Client UE. In this way, the SL Positioning Client UE not allowed to acquire the Ranging result of the expected UEs will not be able to discover the UEs without getting the required discovery security materials.
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Figure 6.11.2-3: Authorization of SL Positioning Client UE during Discovery
1.
UE1 sends a Discovery Request message to its PKMF/DDNMF/PCF. The message includes at least the Ranging service code for which the discovery is performed.

2.
The PKMF/DDNMF/PCF of UE1 checks with the Ranging/SL Positioning Server whether UE1 is authorized to use Ranging/SL Positioning service.

3.
The PKMF/DDNMF/PCF of UE1 generates the discovery security materials for UE1 according to TS 33.503 [6] by associating the discovery keys with the Ranging service code. 

4.
The PKMF/DDNMF/PCF of UE1 responds to UE1 with discovery security materials.

5~7.
UE2 requesting the same Ranging service (with the same Ranging service code) performs the same procedure as UE1 and obtains the discovery security materials associated with the Ranging service code from the PKMF/DDNMF/PCF of UE1.

8.
The Client UE sends a Discovery Request message to its PKMF/DDNMF/PCF. The message includes at least the Ranging service code for which the discovery is performed. If the Client UE already knows the specific UEs of which the Ranging result is requested, the message also contains the list of the UEs, e.g. UE1/UE2.

9.
The PKMF/DDNMF/PCF of the Client UE first checks with the Ranging/SL Positioning Server whether the Client UE is authorized to use Ranging/SL Positioning service against the Ranging service code (i.e. service access authorization). Then it checks whether the Client UE is authorized to request the Ranging result of the specific UEs against the list of the UEs (i.e. UE privacy authorization). 

10a.
If the authorization succeeds, the PKMF/DDNMF/PCF of the Client UE sends a Discovery Request to the PKMF/DDNMF/PCF of one of the listed UE (UE1). The request contains at least the Ranging service code, the Client UE info and the list of the UEs.

10b.
If the authorization fails, the PKMF/DDNMF/PCF of the Client UE returns a Discovery Response to the Client UE with a failure cause.

11.
The PKMF/DDNMF/PCF of UE1 may also contact the Ranging/SL Positioning Server to check whether the Client UE is authorized to request Ranging result of the UEs. The check is performed against the Client UE info and the list of the UEs.

12a.
If the check with Ranging/SL Positioning Server succeeds, the PKMF/DDNMF/PCF of UE1 responds to the PKMF/DDNMF/PCF of the Client UE with the discovery security materials.

12b.
If the check with Ranging/SL Positioning Server fails, the PKMF/DDNMF/PCF of UE1 responds to the PKMF/DDNMF/PCF of the Client UE with a failure cause.

13.
The PKMF/DDNMF/PCF of the Client UE provides the discovery security materials to the Client UE.

14.
UE1 starts to broadcast announcement messages protected by the discovery security materials. The announcement message includes at least the UE1 info, Ranging service code, etc.

15.
The Client UE and UE2 start to monitor announcement messages broadcast by neighbouring UEs (UE1), and respond to UE1 after verifying the announcement message with the discovery security materials.

16.
The UEs successfully discover each other. 

17.
Direct link is set up between UE1 and the Client UE.

18.
The Client UE sends a ranging service request to UE1, requesting Ranging estimation between UE1 and UE2. 

19.
UE1 performs the ranging and positioning procedure with UE2.

20.
UE1 calculates the Ranging result of UE1/UE2.

21.
UE1 returns to the Client UE the ranging result of UE1/UE2

6.11.3
Evaluation

This solution fulfils the fourth requirement in KI#2. It also addresses NOTE 1 in clause 8.6 of TR 23.700-86 [2].
Authorization through the network during discovery is already supported by the relevant 5GC NFs. 
Authorization through the network during link establishment or during Ranging/SL positioning operations is a new requirement on the UE, but it has no impact on the procedures of link establishment and Ranging/SL positioning per se. The UE only needs to determine when to request authorization from the network in between the procedure. 
The detailed check for per UE authorization is done by the Ranging/SL Positioning server. The UE and the relevant 5GC NFs only need to send the info of all involved UEs (Client UE and to-be-measured UEs) to the Ranging/SL Positioning server.

The solution can accommodate different conditions with the three options: 
-
If the SL Positioning Client UE can already determine the to-be-measured UEs when initiating discovery, the authorization can be performed during discovery. 
-
If the SL Positioning Client UE cannot determine the to-be-measured UEs yet when initiating discovery, the authorization needs to be performed after discovery. 
a)
With Client UE not Ranging/SL positioning capable, the authorization can only be performed during link establishment over PC5. 
b)
With Ranging/SL positioning capable Client UE, the authorization can be performed either during link establishment or during Ranging/SL positioning operations. On which stage the authorization should be performed for Ranging/SL positioning capable Client UE is to be determined during normative work.

*************** End of the Changes ****************
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