3GPP TSG-SA3 Meeting #110 
S3-231213
Athens, Greece, 20 - 24 February 2023










(revision of S3-yyxxxx)
Source:
Xiaomi
Title:
33.893: Resolve the Editor’s Notes in Solution #7
Document for:
Approval

Agenda Item:
5.19
1
Decision/action requested

SA3 is kindly asked to approve the resolution of the editor’s notes in solution #7 in TR 33.893.
2
References

[1]
TR 33.893 v0.5.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In current version of TR 33.893 [1], there is an Editor’s Note in solution #7 saying whether both SR5 security and PC5 security need to be established is FFS. 

Actually in solution #7, there is no need to establish both SR5 and PC5 security. For either SR5 reference point or PC5 reference point, the security is enforced by PDCP layer. Depending on the type of service (Ranging/SL positioning service vs ProSe/V2X service) requested, the UE is then able to determine which security policies (SR5 security policies or PC5 security policies) to be enforced on PDCP layer. So, for Ranging/SL positioning service, PDCP layer ensures the security for communication between UEs by enforcing SR5 security policies.

Hence this pCR proposes to resolve the editor’s note by replacing it with a note that security are not established for both SR5 and PC5 reference points.
In the evaluation part, the editor’s note with ffs is replaced with a note clarifying that the solution only applies to unicast mode direct communication.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.0
Mapping of solutions to key issues


Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution #7: Security policy based protection for Ranging/SL positioning service operation
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*************** Start of the 2nd Change ****************

6.7
Solution #7: Security policy based protection for Ranging/SL positioning service operation
6.7.1
Introduction 

This solution addresses Key Issue #1 on Privacy protection for Ranging/SL Positioning services and Key issue #4 on Protection of direct communication. 

In clause 8.4 of TR 23.700-86 [2], it is concluded for Key Issue #4 (Control of Operations for Ranging/Sidelink Positioning) that a Ranging/SL Positioning layer is introduced on the UE under application layer and above AS layer to control Ranging/SL Positioning operation. The functionalities supported by the Ranging/SL Positioning layer include discovery of the UE(s) participating in Ranging/SL Positioning service sessions and control signalling between UEs or between UE and LMF to manage Ranging/SL Positioning operations. The reference point for Ranging/SL Positioning layer is SR5 and Ranging/Sidelink Positioning Protocol (RSPP) is introduced for SR5 over the PC5 reference point between the UEs. RSPP supports the procedures for exchanging Ranging/SL Positioning capability, Ranging/SL Positioning assistant data and Ranging/SL positioning measurement data/result.
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Figure 6.7.1-1: Ranging/SL Positioning Layer for Ranging/SL Positioning Operations

As SR5 is the interface of the Ranging/SL Positioning layer for direct communication between UEs, which carries the key information of Ranging/SL Positioning services (e.g. Ranging/SL positioning measurement data/result, assistant data), this solution introduce SR5 security policies which are used to activate the necessary integrity and confidentiality protection for direct communication between UEs for Ranging/SL Positioning services.
6.7.2
Solution details

As per clause 8.4 of TR 23.700-86 [2], SR5 direct communication between UEs over PC5 can reuse 5G ProSe Direct Communication procedure or V2X Communication procedure. Hence the security establishment for SR5 direct communication can also reuse the procedures for establishing PC5 direct communication security. According to TS 33.503 [6] and TS 33.536 [5], activation of PC5 link security relies on the PC5 security policies, which are provisioned to the UEs by the network (e.g. PCF) via a configured list of ProSe/V2X services and their corresponding PC5 security policies. Based on the security requirements of ProSe/V2X services run between the UEs, PC5 security policies could have three options of “REQUIRED”, “NOT NEEDED” and “PREFFERED”.

Accordingly for SR5 direct communication, it is proposed that the network (e.g. PCF) also configures a separate list of Ranging/Sidelink Positioning services and the corresponding SR5 security policies, and provisions to the UE during Service Authorization and Information Provisioning procedure. Such a list of SR5 security policies is configured separately from the list of PC5 security policies for ProSe/V2X services, because one UE could possibly support Ranging/SL positioning services in addition to ProSe/V2X services, while the security requirements for Ranging/SL positioning services could be different from those for ProSe/V2X services.

As the key information of Ranging/SL Positioning services carried between UEs are control plane RSPP/SLPP messages over SR5 reference point, SR5 security policies need to support the security requirements for protecting the RSPP/SLPP signalling, which is mostly location related (e.g. Ranging/SL positioning measurement data/result, assistant data). With such security/privacy sensitive information, integrity and confidentiality should always be activated for Ranging/SL Positioning operations to avoid violation of UE privacy and signalling tampering. Therefore, it is proposed that the SR5 security policies for integrity protection and confidentiality protection of Ranging/SL Positioning services should be set as “REQUIRED” only.

Alternatively, as SR5 security policies for Ranging/SL Positioning services should be set as “REQUIRED” which is the only option for security activation, it is possible that the UEs involved in direct communication over SR5 always activate the integrity protection and confidentiality protection for Ranging/SL positioning operation, without the network having to provision SR5 security policies to the UE. Then during SR5 communication security establishment procedure, the UEs only need to negotiate security algorithms but does not need to negotiate the security policies.


NOTE: 
Security is enforced on PDCP layer for either SR5 or PC5 reference point, hence security will not be established on both SR5 and PC5 for the same service session.
6.7.3
Evaluation

The solution addresses the second requirement in KI#1 and the second and third requirements in KI#4.

It largely reuses the security policy based protection defined for ProSe/V2X services by configuring and provisioning SR5 security policies, hence has minimum impact on the network and the UE. Using a configuration list of Ranging/SL positioning services and corresponding SR5 security policies separate from the configuration list of ProSe/V2X services and corresponding PC5 security policies can avoid the impact on the existing security policy handling of PC5 direct communication for ProSe/V2X services when supporting the UE capable of running both ProSe/V2X services and Ranging/SL positioning services.

As per clause 8.4 of TR 23.700-86 [2], it is not determined yet whether the Ranging/SL Positioning layer is over V2X/ProSe layer or AS layer and whether SR5 is over PC5-S or PC5-U. Using SR5 security policies for Ranging/SL positioning services rather than PC5 security policies could ensure that the enforcement of SR5 security policies is independent from the pending conclusion in TR 23.700-86 [2]. Whichever layer or PC5 plane is determined to support Ranging/SL Positioning layer, it is SR5 security policies that should be enforced on PDCP layer for protecting Ranging/SL Positioning service operations.

Depending on the type of service (Ranging/SL positioning service or ProSe/V2X service) requested, the UE is then able to determine which security policies (SR5 security policies or PC5 security policies) to be enforced on PDCP layer.
This solution applies to unicast mode direct communication of Ranging/SL Positioning services.

*************** End of the Changes ****************
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