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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1] 3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
3	Rationale
Key Issue #11 (NRF validation of NFc for access token requests) identifies various underspecifications in the mechanism used by the NRF to authorize an NFc. This potentional solution addresses Problem 2. 
Other underspecifications regarding Problem 1a and1b are not addressed in this solution. These other problems can be solved by other solution proposals in parallel.
4	Detailed proposal
*** 1st CHANGE ***

6.A Solution #A: NRF Correlation between NFc Profile and Certificate at Service Request
6.A.1 Introduction
This solution addresses Problem 2 of KI #11. It proposes that the NRF would reject an access token request from an NFc if the NRF finds any mismatches between the NFc’s certificate and the NFc profile in the values of the authorization parameters that are required to to authorize the requested access to the target NF and its service.
6.A.2 Solution Details

Preconditions:
· The NRF identifies an NFc by the NFc’s instance id. 
· Prior to receiving an access token request from the NFc, the NRF authenticates the NFc by utilizing the NFc’s certificate. 
· Once the NRF authenticates the NFc and the NFc sends an access token request to access a service from a target NF, the NRF finds out the NFc’s profile that is identified by the NFc’s instance id.
This solution assumes the information in the profile provided by the NFc is authentic and consistent with the information in the NFc’s certificate.
Editor’s Note: How the NRF ensures that the profile is authentic and consistent with respect to the NF’s certificate is FFS.

Authorization Details
1. The NRF validates the input parameters about the NFc (e.g., nfInstanceId, nfType, requesterPlmn) from the access token request by comparing them with the values in the NFc’s certificate and/or profile according to the following logic:
a. If the received input parameter in the access token request is included neither in the NFc’s certificate nor profile, then the NRF rejects the access token request. 
b. If the received input parameter value is present neither in the NFc certificate nor in the NFc profile, then the NRF rejects the access token request.
c. If the received input parameter (e.g., nfInstanceId) is present in both the NFc certificate and in the NFc profile, then the NRF can use information included either in the NFc certificate or in the NFc profile to perform the validation.
2. The NRF extracts a list of authorization parameters (e.g., allowedNfTypes, allowedPlmns) from the target NF’s profile that are required to authorize the request. This list of required authorization parameters depends on the target NF and can be different for different target NFs. 
If the steps above have successfully been completed, then the remaining authorization process can proceed.
6.A.3 Evaluation
This solution specifies the initial authorization steps of NF Service Consumer during access token request, which could be supported for all releases from Rel-17 onward.

*** END OF CHANGES *** 

