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1
Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
 2
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3
Rationale

3.1
CPA/CPC and Selected SCG activation
3.1.1
CPA/CPC(CPAC)
The CPA (Conditional PSCell Addition)/CPC (Conditional PSCell Change) procedure has been specified in Rel-17 in TS 37.340 [1]. When the network decides to initiate CPAC, it includes, in the RRC Reconfiguration message, SCG addition/change triggering condition(s) and the corresponding RRC configuration(s) for candidate target PSCells. The UE accesses the prepared PSCell when the relevant conditions are met. Afterwards the UE is not required to continue evaluating the triggering condition of other candidate PSCell(s) during CPC/CPA execution. The following figure gives an example for the CPA configuration and CPA execution via Conditional Secondary Node Addition procedure.

[image: image1.emf]UE MN SN UPF AMF

1. SN Addition Request 

2. SN Addition Request Acknowledge

3. RRCReconfiguration (containing MN RRCReconfiguration* 

containing SN RRCReconfiguration**)

4. RRCReconfigurationComplete

9. PDU Session  Resource ModifyIndication

5a. SNReconfiguration Complete

12. PDU Session Resource Modify Confirm

10. Bearer Modification

7. SN Status Transfer

8. Data Forwarding

6. Random Access Procedure

    Path Update procedure

11. End Marker Packet

2a. Xn-U Address Indication 

4a.  RRCReconfigurationComplete* (containing SN 

RRCReconfigurationComplete**)

Other potential 

SN

1. SNAddition Request

2a. Xn-U Address Indication 

2. SN Addition Request Acknowledge

5b. SNRelease Request

5c. SN Release RequestAcknowledge


Figure 1: Conditional Secondary Node Addition procedure

In the above CPA procedure, the MN will prepare one or more candidare SN for SCG addition, and sends all the candidate SCG configurations to UE. When the execution condition of one candidate PSCell is satisfied, the UE will establish connection with the selected PSCell and releases all stored conditional reconfigurations. And the MN will release the other candidate SN resource. 
Observation 1: The MN may provide several candidate SCG configuration from one or more candidate SN to UE. The UE release all stored conditional reconfigurations after the UE selected a target and executed the target cell access. Only one candidate SCG configution may be used.
3.1.2
Selective SCG activation 
For Rel-18, RAN2 is discussing the selective SCG activation, i.e. the UE remains connected to the same PCell and is configured with several conditional reconfigurations, each with a different candidate target PSCell, and, based on conditions on measurement results on candidate target PSCells, the UE selects and executes one of these conditional reconfigurations, thus changing PSCell. 

After executing a conditional reconfiguration, the UE may keep conditional reconfigurations to the other candidate target PSCells and continue switching between the candidate target PSCells multiple times, including to an earlier selected PSCell. All of this happens without any reconfiguration by the network (i.e. using the stored conditional reconfigurations). 

The candidate target PSCells may be controlled by different SNs, so the execution of a conditional reconfiguration will sometimes change the serving SN.
Observation 2: The MN may provide one or several candidate SCG configuration(s) from one or more candidate SN to UE. The conditional reconfiguration still valid after the UE selected a target and executed the target cell access. And the UE is allowed to connect to the same SN several times without any further reconfiguration by the Network.
3.2
Security issue

In the existing security procedure for SN addition/modification procedures, the MN computes and delivers the KSN to SN via SN addition/modification request. The MN then includes the corresponding SN counter parameter in the RRC Reconfiguration Request and sends the RRC Reconfiguration Request to UE. 
· If there is only one candidate SN involved, the MN computes and delivers the KSN to SN via SN addition request and sends the SN counter parameter to the UE, in case of CPAC, there is no security issue. In case of selective SCG activation, as long as the UE doesn't switch back and forth to candidate SN, there is no risk for key stream re-use. However, if the UE does then care must be taken in order to avoid it.
· If there are two or more candidate SN involved, the MN initiates SN addition with each candidate SN, and provides all candidate SCG configurations to UE, the main steps are as follows in figure 2. In this scenario, if MN computes and delivers a KSN for each SN.
· If the same KSN is provided to diffetent SNs, in case of CPAC, considering there is only one SN can be selected, the KSN is only used once, but all the candidate SNs can knows the keys. In case of selective SCG activation, the UE may switch between different SNs, the same KSN is reused by different SNs, and all the candidate SNs uses the same keys. 

· If different KSNs are provided to different SNs, in case of CPAC, considering there is only one SN can be selected, the KSN is only used once, and the key isolation between candidate SNs is supported. In case of selective SCG activation, as long as the UE doesn't switch back and forth to the same candidate SN, there is no risk for key stream re-use. However, if the UE does then care must be taken in order to avoid it.
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Figure 2: CPAC or Selective SCG activation with one or more SN
Observation 4: If there is only one candidate SN involved in the case of CPAC, existing security mechanism can be resued. If there are two or more candidate SNs involved in the case of CPAC, if the same KSN is provided to different candidate SNs then this violates the key isolation principle. Therefore, it is important to provide different keys to different candidate SNs.
Observation 5: In case of selective SCG activation, if the UE switches back and forth to the same PSCell or SN then there is a risk for a key stream re-use and hence a solution is required to prevent it.
3.3
Proposed solution

For the CPAC procedure in TS 37.340 [1], if there is only one candidate SN involved, existing security mechanism can be reused. If there are two or more candidate SNs, the MN prepares different KSN for each SN or sends the same KSN to each SN.
For selective SCG activation with one or more candidate PScells (including from one or more SNs), the following candidate solutions can be considered.
Alternative 1: Different KSN with horizontal key derivation
In this solution, it is proposed to guarantee the KSN is always changed via horizontal key derivation when the UE switches forth and back to the same SN. First, the MN derives KSN using existing key derivation mechanism and procedure for SN, if there are more than one SNs, the MN derives different KSN for each SN. When the UE accesses to a candidate SN#1 at first time, the UE derives the SN key from the MN key and the sk-counter value and when the UE switches to another SN#2, the UE stores the used KSN and when the UE switches back to the same SN#1, the UE derives the SN key horizontally from the last SN key.
Alternative 2: Several KSNs for each candidate SN
In this solution, it is proposed to gurantee the KSN is always changed via several KSNs pre-provisioning when the UEs witches back to the same SN. In this case, the MN derives several different KSNs for each SN, and sends the related SK counters to UE. When the UE connect to different SNs, the different KSN will used. And when the UE connect to PScell of SN#1 and switch to another PScell of SN#2, the UE can delete the used SK counter, and the SN can delete the related KSN. When the UE connects to PScell of SN#1 again, the UE will use another unused SK counter. Different KSN will be used when access the same SN at different time.
Alternative 3: Different KSN with PDCP Couter storing 

In this solution, it is proposed to gurantee the PDCP Counter is not reused even the key is not change. First, the MN derives KSN using existing key derivation mechanism and procedure for SN, if there are more then one SNs, the MN derives different KSN for each SN. And when the UE connects to PScell of SN#1 and switch to another PScell of SN (e.g. SN#1 or other candidate SN#2), the UE stores the PDCP Counter per bearer and SN#1 also stores the PDCP per bearer, when the UE can back to the same SN, the UE and SN establishes PDCP connection and use thePDCP COUNT value starts from last unreused PDCP Count value.
Proposal 1: For the CPAC procedure in TS37.340, if there is only one candidate SN involved, existing security mechanism can be reused. If there are two or more candidate SNs, the MN prepares different KSNs for each SN.
Proposal 2: For the selective SCG activation, it’s recommended to use alternative 1 as baseline.
4
Detailed proposal

Proposal 1: For the CPAC procedure in TS37.340, if there is only one candidate SN involved, existing security mechanism can be reused. If there are two or more candidate SNs, the MN prepares different KSN for each SN or prepares the same KSN to each SN. We should add this in TS33.501.
Proposal 2: For the selective SCG activation, it’s recommended to use alternative 1 as baseline.
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