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1	Decision/action requested
This contribution proposes a conclusion on KI#2 in TR 33.738.
2	References
[bookmark: _Hlk524429755][1]   3GPP TR 33.738 V0.4.0 "Study on security aspects of enablers for Network Automation for 5G - phase 3" 
[2]   3GPP TR 23.700-81 V2.0.0 " Study of Enablers for Network Automation for 5G System (5GS); Phase 3"
3	Rationale
[bookmark: _Hlk1462039]This pCR proposes to use the ideas of solution #16 and solution #17 for the protection of ML models and authorization of model retrieval to conclude KI#2.
4	Detailed Proposal
It is proposed to approve the following changes for inclusion in TR 33.738.
***BEGIN OF First CHANGE***
[bookmark: _Toc112758897][bookmark: _Toc116921929][bookmark: OLE_LINK9][bookmark: OLE_LINK8]7	Conclusions 
7.X	Conclusion on Key Issue #2 "Authorization of selection of participant NWDAF instances in the Federated Learning group"
It is recommended to use the following general principles for authorization of NWDAFs in a Federated Learning group:
· The NWDAF AnLF obtains an access token from the NRF to request services from the NWDAF MTLF (FL Server).
· The NWDAF MTLF (FL Server) verifies the validity of the access token and initiates the Federated Learning group.
· [bookmark: OLE_LINK1]The NWDAF MTLF (FL Server) requests an access token from the NRF to access the NWDAF MTLF (FL Client) and includes the necessary information such as the source and target NFs, Analytics ID, FL group ID, and CCA token in the request.
· The NRF verifies the authorization of the NWDAF MTLF (FL Server) and the NF (NWDAF AnLF or MTLF) Service Consumer to access the services of the NF Service Producer (NWDAF MTLF (FL Client)) for the given Analytics ID and generates an access token for the NWDAF MTLF (FL Server) to consume the services.
· The NRF also includes claims in the access token, such as the NF Instance IDs of the issuer and subject, NF type of the audience, service name(s), expiration time, FL group ID, Analytics ID(s), ML model ID(s), and additional scope information to authorize both the NF (NWDAF AnLF or MTLF) Service Consumer and NWDAF MTLF (FL Server) to consume the services of the NWDAF MTLF (FL Client).
· The NWDAF MTLF (FL Server) then forwards the access token to the NWDAF MTLF (FL Client) along with the service request.
· Each NWDAF MTLF (FL Client) checks whether the server NWDAF MTLF (FL Server) is authorized based on the token and decides whether to join the FL group, and the FL group is formed.

.*** END OF First CHANGE ***

