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Decision/action requested

Request for approval of new KI.
2
References

[2]
3GPP TR 23.700-86: "Study on Architecture Enhancement to support Ranging based services and sidelink positioning"

3
Rationale

If a ranging enabled device is compromised, or a bot is used to flood other nearby ranging devices with ranging communications, it is likely to lead to a DoS attack on the ranging communications. This can seriously impact public safety in some V2X kind of scenarios. Some of the known and common ways attackers use to break into modern day UEs (like smart-phones and tablets) include social engineering attacks, malvertising, SMS phishing (smishing), free applications that users would have a genuine interest to install (like free VPN), man-in-the-middle WiFi attack, breaking-in via Bluetooth, etc.. Modern-day UEs have good security by enforcing isolation of applications using methods like sandboxing. Such methods prevent applications from escalating privileges and taking over the device. However, using any of the methods mentioned above, if a malicious application gets installed on UEs capable of ranging and user gives access to ranging capabilities, various ranging attacks can be launched by such devices. Majority of the ranging use-cases focus on convenience of users, and because of the way the user experience has conditioned the acceptance of most prompts for provisioning access to various functions of the UEs, most users will just allow the app access to whatever it is requesting. 
4
Detailed proposal

******************** Start of Changes ************************************************************

5.X
Key Issue #X: Monitoring and detecting attacks on ranging devices and services
5.X.1
Key issue details

Ranging is mainly used to compute distance and direction between two UEs. This can be very important to, for example, avoid collisions between autonomous vehicles in a fleet. If a malicious device floods ranging enabled vehicle in the fleet with lot of ranging requests, this may lead to DoS attack, which can be disastrous for autonomous vehicles in a fleet, in this example. In another scenario, car may not unlock despite the fact that the car key (smart phone or watch) is within the ranging distance, because the car is busy responding to a flood of ranging communications from a malicious device.
A ranging enabled UE can act as a Reference UE, Target UE, Assistance UE according to its communication requirements. At a time one UE can take multiple personalities as per the operator configurations. It is important to notice that the level of security provided by the existing 5G network will also depended on the ranging capabilities of a UE. A UE with uncontrollable ranging capabilities, when compromised, it is a security threat to existing 5G network services and devices connected to the network.
· A compromised ranging enabled device can create a flood of ranging communications towards other ranging devices and cause a DoS attack.
· A ranging enabled device may be compromised via a malicious application installed on the device and having gained access to ranging capabilities (either by explicit user consent or using device’s vulnerability). NOTE that even an authorized UE may be compromised in this manner and pose a DoS threat towards other UEs.

· Hackers may plant malicious devices like bots on, say, road-sides or in parking lots to trigger such DoS attacks.

· Radio jammers maybe other method of DoS attacks and can impact direct UE to UE communications. However, such methods are not specific for ranging and can be detected relatively easily.
· Such compromised devices can assume any of the roles : Reference UE, Target UE, and Assisted UE. A flood of any rogue communications with any of these roles, even with invalid ranging messages can keep the nearby ranging enabled devices busy just responding or dropping such messages and lead to Denial-of-services.
· Manipulation of contents of ranging communications can be another kind of attack.

· Moreover, an authenticated and authorized ranging enabled UE may create arbitrary NAS traffic based on discovery messages from other malicious or compromised UEs initiating a flood of messages. This may increase the DoS attack surface towards the 5G network.

· Passive attackers maybe observing the ranging communications in order to obtain potential window of opportunities to launch active attacks on ranging devices and services.
5.X.2
Security threats

When ranging devices are out of 5G coverage, any attacks on ranging devices can go un-detected.
Potential DoS attacks on ranging enabled devices leading to real-world threats like affecting public safety.

Potential indirect attacks can be launched towards 5G network using malicious applications installed on ranging enabled devices.
5.X.3
Potential security requirements

5GS shall be able to monitor and detect potential attacks on ranging devices and services.
************************** End of Changes *******************************************************
