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1
Decision/action requested

It is requested to approve the presented evaluation of solution #18
2
References

3
Rationale

The contribution presents the evaluation of solution #18 in TR 33.738. It also proposes a resolution for the EN. 
4
Detailed proposal

************ START OF CHANGES ************

6.18
Solution #18: Solution for authorization in FL
6.18.1
Introduction

Based on existing OAuth 2.0 schema specified for SBA, the solution proposes an authorization mechanism for FL NWDAF server(s) to consume the resources and data of the NWDAFs acting as FL clients, based upon the FL role information and the analytics ID and other data details registered at the NRF during the NF profile registration phase.  

6.18.2
Solution details

The figure 6.18.2-1 represents the authorization workflow of the solution:
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Figure 6.18.2-1 Authorization workflow for FL

Step 1: NWDF FL member registers in the NRF with the following attributes:

a) “FL Process Role”, i.e., whether the NWDAF registers as a FL server or as FL client for a particular Analytics Id

b) “Allowed NF(s) (NF type and NF Instance id) as FL server(s) for a particular Analytics Id, if the NWDAF has registered as FL client in NRF

When new allowed FL server NWDAFs are introduced, the FL member NWDAF needs to update its list of allowed server NWDAFs.

NOTE: Other data details can be added and are subject to the implementation, such as sensitivity of the data used for training (e.g., it may contain privacy data of subscribers), which are to be decided by the operator. 

Step 2: FL server sends a discovery request to the NRF to retrieve the information for the NWDAF registered as FL client for a given Analytics Id. 

Step 3: FL server sends an access token request for each required NWDAF FL client (in the picture a single request is shown)

Step 4: NRF authorizes the request of the NWDAF FL server based upon the information registered in Step 1. 

Step 5a: If the NWDAF FL server is authorized to request the NWDAF FL clients to perform the FL operations, the NRF provides the corresponding access tokens for the selected NWDAF FL client member(s). 

Step 5b: else, NRF would reject the access token requests. 

Step 6: The NWDAF FL server sends the service requests to the NWDAF FL clients with the respective access tokens received in Step 5a. 

Step 7: NWDAF FL clients can start the FL process for a given request in case of successful access token verification. 


NOTE 1: The solution assumes that user consent for model training is provided for the NWDAF FL member as per TS 29.503 (table 6.1.6.3.20-1). Further refinement of user consent is ffs. 
NOTE 2: Authorization process of the NWDAF FL client(s) by the NWDAF FL server is implicit, since the NWDAF FL server sends the requests only to the discovered NWDAF FL clients.   

6.18.3
Evaluation

The solution addresses the requirement of authorization of the NWDAF FL server to include a client NWDAF into a FL group. The authorization of the NWDAF FL client(s) to join a FL group is implicit, since the NWDAF FL server sends the requet only to discovered NWDAF FL clients indicated by the NRF.

The solution proposes: 

- An initial registration of the FL members indicating the role in the FL group (client or server), and if the member is a client the list of allowed FL servers for a particular Analytics Id. 

- The discovery request of the FL members candidates for the FL group is tackled by NRF, which upon the authorization of the request, delivers the corresponding token used by the FL server to trigger the FL process.   
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