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1
Decision/action requested

It is requested to approve the conclusion presented for KI#5 
2
References

3
Rationale

Editor's Note : The requirement for the AI/ML model to be stored in encrypted format and corresponding key management aspects are ffs. 

Proposal of way forward: Since the first requirement of the KI#3 states that ‘AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).’,and the ADRF can potentially belong to a different vendor than the MtLF and expose at rest the ML model, the AI/ML model requires to be encrypted as no implicit trust is given between the AI/ML model consumer, the AI/ML model owner and the storage. 
Only if AI/ML producer (NWDAF MtLF) and storage platfofrm (ADRF) are part of the same system, e.g, co-located in the same server, and belong to the same security domain and vendor, this may imply implicit trust, thus the encryption mechanism can be avoided.    
4
Detailed proposal

************ START OF CHANGES ************

7.3
Conclusion on Key Issue #3 "Security for AI/ML model storage and sharing"

The conclusions for KI#3 are:

-
Authorization of the model retrieval at the NRF uses OAuth 2.0 token-based authorization. The NRF uses information provided by the MTLF.

Editor's Note : The requirement for NF service consumers (NFc) to be registered in the NRF as part of the authorization procedure is ffs. 



-
The model is stored in encrypted format unless both the AI/ML model producer (NWDAF MtLF) and storage platform (ADRF) belong to the same security domain and vendor. 
NOTE: The encryption key(s) distribution occurs after authorization of the consumer to retrieve the model. The key management is handled out of band and is not specified.  
-
As per the request of Analytics Id by the NFc, the MTLF performs authorization of the corresponding model retrieval per selected model.


NOTE: the model delivery procedure is to be defined by 3GPP SA2. 

Editor's Note: The granularity of the authorization at the MTLF is ffs.  

-
ADRF verifies that the requested AI/ML model can be retrieved by the NF consumer(s) (MTLF or AnLF). 
************ END OF CHANGES **********
