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1
Decision/action requested

It is requested to approve the conclusion presented for KI#7 according to solution #10
2
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3
Rationale

The Key Issue #7 of TR 33.876 requires from the certificate management framework to be used in 5G SBA to be able to provide the means for identifying, monitoring, and validating the usage of the issued certificates. 
X.509 PKI certificates for the NFs in a 5G system are being used for the following purposes:

- TLS Client and Server certificates for NFs in 5GC Service Based Architecture (Section 6.1.3c of [TS33.310])
- Certificates for signing Client Credentials Assertion (CCA) tokens using JWS (Section 13.3.8.2 of [TS33.501])

- Certificates for encrypting JSON objects in HTTP messages between Security Edge Protection Proxies (SEPPs) using JWE (Section 13.2.4.4 of [TS33.501]) and Section 6.3.2 of [TS33.210])

- Certificates for signing the OAuth 2.0 access tokens for service authorization to grant temporary access to resources provided by NF producers using JWS (Section 13.4.1 of [TS33.501])
Observation 1: The KeyPurposeId id-kp-serverAuth (Section 4.2.1.12 of [RFC5280]) can be used to identify that the certificate is for a server (e.g., NF service producer), and the KeyPurposeId id-kp-clientAuth (Section 4.2.1.12 of [RFC5280]) can be used to identify that the certificate is for a client (e.g., NF service consumer).  However, there is no KeyPurposeIds to identify whether the certificate can be used to generate JWS or JWE.
The solution #10 was added to TR 33.876 to addresss the KI #7 at SA3#108e Adhoc meeting. The solution proposed a procedure to provide the purpose(s) of the certificate in the subjectAltname (SAN) field. Since SAN has not been standardized by IETF for such motivation, during the evaluation of the solution at SA3#109 it was suggested to work on a potential expansion of the key purpose identifiers together with IETF for JWS and JWE. The outcome is the IETF draft-reddy-lamps-jose-eku-00 [1]. This document defines extended key purpose identifiers for JWS and JWE (and also CWS and CWE).
4
Detailed proposal

Based on the new draft rfc a significant update and evaluation have been added to solution #10, and first conclusions have been proposed for KI#7 accordingly. 
It is proposed to pursue the security procedure described in solution #10 in normative work. 
