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	Reason for change:
	In order to fulfill their task, intermediaries on interoperator interconnect messages may have to be able to originate messages as well (cf. LS from GSMA on PRINS middle boxes S3-230606)

	
	

	Summary of change:
	In order to originate a message, the intermediary generates a request with an empty reformattedData IE and defines patches to that. 
The receiving SEPP shall accept reformattedData IEs without signature. Signature checks of the patch shall still take place.
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First Change
[bookmark: _Toc19634875][bookmark: _Toc26875941][bookmark: _Toc35528708][bookmark: _Toc35533469][bookmark: _Toc45028822][bookmark: _Toc45274487][bookmark: _Toc45275074][bookmark: _Toc51168331][bookmark: _Toc114217754]13.2.4.5.2	Modifications by IPX
NOTE 1: 	It is assumed that operators act as a certification authority for IPX providers they have a direct business relationship with. In order to authorize N32-f message modifications, operators sign a digital certificate for each of these IPX providers and provide it to both the IPX provider itself as well as their roaming partners to enable them to validate any modifications by this IPX provider.
Only cIPX and pIPX shall be able to modify messages between cSEPP and pSEPP. In cases of messages from cSEPP to pSEPP, the cIPX is the first intermediary, while the pIPX is the second intermediary. In cases of messages from pSEPP to cSEPP the pIPX is the first intermediary, while the cIPX is the second intermediary.
The first intermediary shall parse the encapsulated request (i.e. the clearTextEncapsulationMsg in the dataToIntegrityProtect block) and determine which changes are required. The first intermediary creates an  Operations JSON patch document to describe the differences between received and desired message, using the syntax and semantic from RFC 6902 [64], such that, when applying the JSON patch to the encapsulated request the result will be the desired request. If no patch is required, the operations element is null.
NOTE 2:	It is necessary to create a JWS object even if no patch is required to prevent deletion of modifications.
The first intermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. The JSON object shall include the intermediary’s identity and the JWE authentication tag, which associates this update by the intermediary with the JWE object created by the sending SEPP.
The first intermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The first intermediary shall append the generated JWS object to the payload in the HTTP message and then send the messageto the next hop.
The second intermediary shall parse the encapsulated request, apply the modifications described in the JSON patch appended by the first intermediary and determine further modifications required for obtaining the desired request. The second intermediary shall record these modifications in an additional JSON patch against the JSON object resulting from application of the first intermediary's JSON patch. If no patch is required, the operations element for the second JSON patch is null.
The second intermediary shall create a modifiedDataToIntegrityProtect JSON object as described in clause 13.2.4.5.1. It shall include its identity and the JWE authentication tag, which associates this update by the second intermediary with the JWE object created by the sending SEPP.
The second intermediary shall use the modifiedDataToIntegrityProtect JSON object as input to JWS to create a JWS object. The second intermediary shall append the generated JWS object to the payload in the HTTP message and then send the message to the receiving SEPP.
In case an intermediary needs to originate a message rather than modify it, this clause shall also apply, however the originating IPX provider shall insert an empty reformattedData IE and the patches shall be based on an empty reformattedData JSON element. The patches shall contain a patch that set the N32-f security context, as well as a replay protection counter that is increased on every originated message for that N32-f security context.
Next Change
[bookmark: _Toc19634877][bookmark: _Toc26875943][bookmark: _Toc35528710][bookmark: _Toc35533471][bookmark: _Toc45028824][bookmark: _Toc45274489][bookmark: _Toc45275076][bookmark: _Toc51168333][bookmark: _Toc114217756]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in  "aad") and JWE Authentication Tag ( "tag").
If the reformatted data IE is not empty, the The receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
The receiving SEPP refers to the NF API data-type placement mapping table to re-construct the original reformatted message by updating corresponding entries in clearTextEncapsulatedMessage with values in the dataToIntegrityProtectAndCipher array.
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. If the reformattedData IE is not empty, the receiving SEPPIt shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrityProtect block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list. If the reformattedData IE is empty, if shall check that the raw public key or certificate of the JWS signature IPX's identity in the modifiedDataToIntegrityProtect block matches to the any IPX provider in the N32-f security context extracted from the modifiedDataToIntegrityProtect block of the first IPX intermediary. The receiving SEPP shall also check the replay protection counter has not been used by that IPX in that N32-f security context previously.
The receiving SEPP shall check whether the modifications performed by the intermediaries were permitted by the respective modification policies. The receiving SEPP shall use the modification policy of the cIPX obtained during parameter exchange in the related N32-c connection setup, and use the modification policy of pIPX configured within the receiving SEPP.
If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.
End of Changes
