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1
Decision/action requested

Solution proposal for KI10.
2
References

[1]
3GPP TR 33.875
3
Rationale

Intermediaries may need to initiate messages by itself, independently of what a PLMN SEPP is sending via N32. 
4
Detailed proposal

>>> pCR to the new TR FS_N32SEPP_SEC study 

>>> KI#Y was KI#10 of 33.875
************** START OF CHANGES
6.X
Solution #X: Enable intermediaries to initiate sending of messages in an attributable way
6.X.1
Introduction 

Sometimes an intermediary does not only need to modify but also to originate a message by itself. The solution proposes to enhance the PRINS protocol for allowing this. 

This solution addresses KI#Y. 

6.X.2
Solution details

PRINS allows for end-to-end security in the sense that all communication via intermediaries can be protected and any modification is attributable, i.e., the receiving end point is provided with proof of the sender’s identity as well as the identities of all intermediaries on the path, if they were modifying any of the message details. Attributability also means that any modification by a hop is traceable. Further PRINS provides a proof of delivery.
To allow for messages originating by IPX providers or other intermediaries using PRINS to achieve 5G security by PRINS from a hop to the SEPP, an intermediary hop can insert an empty reformattedData IE with the patches based on an empty reformattedData JSON element. The patches must contain a patch that set the N32-f security context, as well as a replay protection counter that is increased with every originated message for that N32-f security context.
6.X.3
Evaluation

This solution provides for the need for an intermediary to originate messages and the need for allowing the receiving SEPP to still being able to attribute who originated and who modified. The mechanisms as specified for PRINS are used, but it is a proxy on the path, which can generate additional signalling messages if there is the need to provide additional value to the receiving SEPP/PLMN.
************** END OF CHANGES

