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1
Decision/action requested
This contribution proposes to update TR 33.740 conclusion for KI #2. 
2
References

[1]
3GPP TR 33.740 V0.5.0 

3
Rationale

It is proposed to agree on the mechanism defined in Solution #14,  to establish new E2E security keys over a first L2 Relay used to optimize E2E security establishment over a second L2 Relay, based on the following:
· SA2 has  conluded the L2 relay reselection see TS 23.700-33, clause 8.1

· For UE-to-UE Relay reselection, the negotiated UE-to-UE Relay reselection between Source UE and Target UE in Sol#7 and the UE-to-UE Relay selection procedure in Sol#10 can be used under different conditions.

Solution #14 is based on TS 23.700-33, solution #7.
· The Source and Target UE already negotiated the security policy and security algorithms to be used for E2E security over the first Relay. Renegotiating these again (from scratch) during establishment of the new link over the second relay is redundant and is an unnecessary overhead. In fact, the UEs really only need to derive new security keys for the new link, using the already selected policy/algorithms from the previous link, over the first Relay.

· According to TS 23.700-33, solution #7, optimization of the establishment of the link (and security in particular) during Relay reselection is needed to minimize service disruption during the reselection process triggered by seeking better suited relay:
· if the Source UE or Target UE finds that the signal quality with the selected UE-to-UE Relay is not good enough, it will initiate the discover message to find the candidate UE-to-UE Relays which can provide a better connection. After new candidate UE-to-UE Relays have been identified, the Source UE or Target UE will initiate the relay reselection procedure and then these two UEs can negotiate UE-to-UE Relay reselection using the existing relay connection.
· The security establishment procedure may be skipped if the existing security context used with the previous PC5 unicast link is re-used with the replacing PC5 unicast link, allowing a quicker link setup and path switching.
4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 








***
BEGIN OF CHANGES
***

7.2
Key Issue #2: Security of UE-to-UE Relay

For Key Issue #2, the following statements are agreed:
Regarding End-to-End security:

· For L2 relay, the source UE and the target UE can establish a PC5 link over the L2 relay after the per hop link is established.

· For L2 relay reselection security, the source UE and the target UE support the exchange of security parameters to establish new E2E security keys during the negotiated UE-to-UE Relay reselection procedure. The new E2E security keys are used to secure communication over the second relay.  Solution #14 is used as basis for normative work.
Editor’s Note: further conclusion is to be updated.
***
END OF CHANGES
***
