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1
Decision/action requested

This contribution proposes to update evaluation of TR 33.740 solution#13.
2
References

[1]
3GPP TR 33.740 V0.5.0 

4
Proposal

It is proposed to approve the following changes for inclusion in TR 33.740 [1]. 








***
BEGIN OF CHANGES
***

6.13.3
Evaluation 

This solution proposes a new PC5-S messaging to initiate E2E authentication and authorization via a L3 UE-to-UE Relay prior to allowing the discovery of peer UE's IP address/prefix information. This solution ensures that private UE's IP address/prefix information is only exposed to authorized peer UEs. 

Without IP sharing authorization verification, any UE A connected to the L3 UE-to-UE Relay and in possession of a user info of a UE B, can obtain UE B's IP address/prefix information directly by a simple DNS query. This poses a clear privacy threat since UE A can exploit that to track the presence of UE B at the Relay, while bypassing discovery protection mechanisms (i.e., without UE B's permission or awareness). Furthermore, after getting UE B's IP address/prefix information, UE A can also transmit unauthorized IP traffic towards UE B via the Relay. The proposed mechanism enables U2U Relay to check IP sharing authorization for UE A prior to providing it with UE B's IP address/prefix information to prevent these issues.
The peer UEs need to support exchange of E2E PC5-S Authentication and Authorization Request messaging. The U2U Relay needs to support handling of exchange of mutual authentication messages between the peer UEs and store the authorization result. The Relay provides IP Discovery authorization result to the requesting UE. The Relay replies to DNS Query with peer UE's IP address/prefix information to the requesting UE if authorization is successful. 

This solution addresses: 

· Key Issue #3 (2nd requirement): Authorization in the UE-to-UE Relay Scenario 

· Key issue #4 (all requirements): Privacy of information over the UE-to-UE Relay.

***
END OF CHANGES
***
