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This contribution proposes an evaluation for Solution #9 in TR 33.870.

**** END OF CHANGE 1 ****
1	Decision/action requested
This pCR is proposing content for the Evaluation section of Solution #9. 
SA3 is kindly requested to approve this document. 
2	References
[1]	3GPP TR 33.870 v0.5.0
3	Rationale
This contribution proposes changes to Solution #9 in TR 33.870. It adds content to the Evaluation section. 
Clause 5.1.3 of this document defines the following conditions for proper evaluation of a solution addressing KI#1 
-	the solution needs to indicate which authentication mechanisms it works with and whether that authentication mechanism preserves SUPI length.
-	the solution needs to be evaluated as to whether it is backwards compatible with SUPIs in NAI format, which might already be deployed.
The proposed evaluation is based on the evaluation conditions defined in clause 5.1.3.


4	Detailed proposal
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[bookmark: _Toc119921529][bookmark: _Toc96618700][bookmark: _Toc116914158]6.9.3	Evaluation
Editor's Note: The k-anonymity analysis in the context of an IMSI catcher is FFS.

The following evaluation is based on the evaluation conditions defined in clause 5.1.3.
The proposed solution addresses the requirement of Key issue #1, Privacy aspects of variable length user identifiers. This solution is providing a means to privacy-protect, i.e., make encrypted lengths of identical SUPIs in NAI format unrecognizable to the attacker while supporting 5G-AKA and EAP-AKA' mechanisms using profile A, profile B, or proprietary SUCI calculation scheme as well as other key generating EAP methods, e.g., EAP-TLS and EAP-TTLS.
This solution does not require any changes in the operator’s SUPI allocation plan and supports backward compatibility with SUPIs in NAI format, which might already be deployed. Having already-provisioned SUPIs in NAI format staying effective allows to prevent operational difficulties related to simultaneous mass-update of SUPIs in UEs and in the UDM.
Solution #9 requires changes in the UEs to handle padding of SUPIs and changes in the core network, for the SIDF to perform unpadding of SUPIs. 
Solution #9 is compatible with Solution #2.
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