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1
Decision/action requested

It is proposed to approve the solution for TR 33.739.
2
References

3
Rationale

This contribution proposes a detail solution to address the EN in Solution #26.

4
Detailed proposals

*************** Start of the Change ****************

6.26

Solution #26: Using local policy on authorization between EESes
6.26.1
Solution overview

This solution addresses KI#2.6 on the authorization between EESes.

6.26.2
Solution details

For the EDGE-9 interface between EESes, it is proposed to use the authorization token that has been used in Sections 6.2 and 6.3 of TS 33.558 [4] between EEC and ECS/EES.

For the ACR that uses EDGE-9, the ASF may be provided with the ACR Capabilities of an entity (e.g. an AC, EEC, EES, or EAS). ACR Capabilities may include a list of the ACR procedures by the entity. The ACR Capabilities may also include a list of the security procedures that are supported by the entity.
An EEC may discover a T-EAS and then send an ACR Coordination Request.  The ACR Coordination Request may indicate the identity of T-EAS. The ACR Coordination Request may include the ACR Capabilities of the EEC.  The EES may receive the ACR Coordination Request and use the ACR Capabilities of the EEC and T-EAS to determine an ACR Coordination Response.  The EES may have been configured with the ACR Capabilities of the T-EAS. The EES may send an ACR Coordination Response to the EEC.  The ACR Coordination Response may notify the EEC that an ACR procedure has been selected for execution, the ACR Coordination Response may trigger the entity to begin establishing a secure connection with the target entity (e.g. T-EAS or T-EES). ACR Coordination Response may provide the entity with information about the target entity.  The information about the target entity may include an identity of the target entity, a security credentials that may be used when establishing security with the target entity, an indication of what procedures are supported by the target entity, and an indication of what security procedure should be used to establish security with the target entity. An advantage of sending the security credential in the ACR Coordination Response is that the EEC would not need to perform a second procedure to obtain the security credential from an ECS.

After the ACR procedure is decided, the security procedure should be performed between the entity (e.g. EES, EAS) in the source EDN and entity (e.g. EES, EAS) in the target EDN to protect the application context transport from the S-EAS to T-EAS. Security procedures should be performed between the AC/EEC to the T-EES and T-EAS.  Depending on the trust domains of source EDN and the target EDN, and deployment scenarios, the security procedure will decide if the UE needs 1) a new authentication and authorization in the new service area; or 2) the AKMA/GBA be used to reboot the security credentials to be used in the target EDN. The security procedure will generate necessary tokens for the authorization of AC/EEC to access the T-EAS.

When the ECS doesn’t change during the ACR procedure, the EEC establishes security protection via TLS with credentials (certificate, AKMA, or GBA based) with the ECS, and receives the authorization token to be used with the EES in the target EDN. Depending on the security requirement, a new UE authentication should be performed with the target EDN and therefore a new AKMA/GBA procedure is thereafter performed.  If no new UE authentication is needed, the UE can use the existing AKMA/GBA credentials with the ECS and EES in target EDN to setup the security connection and receive new authorization token to be used with the target EES.


[image: image1.emf]EEC

4. Service Response (Auth Tokens for ACT)

3. Process request

C

ECS

(Source)

2. Service Request 

1. TLS with AKMA key or GBA key

C C

S-EAS/

S-EES

T-EAS/

T-EES

5. Application Context Transfer (T-EES/T-EAS access token, ACT Auth token)

7. Application Context

Transfer (ACT Auth token) 

8. Verify Token (ACT Auth token)

9.  Token Validated ()

10. Application Context 

Transfer (Context)

11. Application Context Transfer Complete 

Security 

6. Security

EEC establishes TLS with the target ECS if the ECS changes during ACR and it receives 

tokens of authorization to access T-EES/T-EAS, and setup TLS with T-EES/T-EAS

 
Figure X – Application Context Transfer with ACT authorization tokens
The Figure X shows the procedure of application context transfer from S-EAS to T-EAS steps (and S-EES to T-EES if it is needed) with the following:
1. The EEC established a secure connection with the source ECS which is optionally based on TLS setup with AKMA or GBA pre-shared key. Depending on configuration, a reauthentication or AKMA/GBA may be needed when AC receives the ACR Selection message.

2. The AC receives the ACR Selection message and this message triggers the EEC to start ACT. The AC decides to initiate the transfer of application context from the S-EAS to the T-EAS. The EEC initiates a service provisioning request to the ECS in order to request tokens for T-EES authorization and authorization of application context transfer authorization from the S-EAS to T-EAS (ACT authorization tokens). Alternatively, the tokens may have been received in the ACR Selection message.

3. ECS processes the request and generates the requested tokens after authorization of EEC. The ACT authorization token may include but not limited to AC ID, S-EAS ID, T-EAS ID, ECS ID, token validity time, action authorized, and etc.

4. The ECS sends the tokens and ACT authorization tokens to the AC/EEC.

5. The AC/EEC establishes TLS with the target ECS if the ECS changes during ACR and it receives tokens of authorization to access T-EES/T-EAS, and setup TLS with T-EES/T-EAS.

The AC/EEC sends an Application Context Transfer request to the T-EAS and the request included T-EES access authorization tokens and ACT Authorization tokens.

6. Optionally, the T-EAS and S-EAS setup the security connection (e.g., TLS connection) if there is a need.

7. The T-EAS authorizes the AC with EAS access token, and then send the ACT Authorization token to the S-EAS.

8. Upon receiving the ACT request from the T-EAS, the S-EAS sends the ACT authorization token to the ECS for validation.

9. After the ECS successfully validates the ACT authorization token, the ECS responses back to S-EAS with acknowledgement.

10. The S-EAS transfer the AC application context to the T-EAS.

11. The T-EAS sends the ACT complete message to the AC/EEC.

6.26.3
Solution evaluation 

This solution addresses the requirements of KI#2.6 on the authorization between EESes.
Authorization token is used here for the authorization between EESes dynamically and authorized by the application user. No further impact is identified on the EES.


*************** End of the Change ****************
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