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1	Decision/action requested
This pCR proposes a new KI for TR 33.894: Support for Policy Decision Points and Policy Enforcement Points within 5GC SBA
2	References
[1]	3GPP TR 33.894 v0.4.0 " Study on applicability of the Zero Trust Security principles in mobile networks" 
[2]	NIST Special Publication 800-207 Zero Trust Architecture.
3	Rationale
The Policy Decision Point (PDP) and the Policy Enforcement Point (PEP) are logical components defined in [2] and are core to an enterprise implementation of Zero Trust Architecture (ZTA). This key issue studies the adoption of PDPs and PEPs within the SBA architecture and the impact on 5G SBA interfaces.
4	Detailed proposal
********************** Start of Change ****************************
[bookmark: _Toc96881847]6.X	Key Issue X: Support for Policy Decision Points and Policy Enforcement Points within 5GC SBA
[bookmark: _Toc96881848][bookmark: _Toc62576230][bookmark: _Toc62576546][bookmark: _Toc62595910][bookmark: _Toc62596352][bookmark: _Toc62637731][bookmark: _Toc62683928]6.X.1	Key issue details
[bookmark: _Toc96881849]The Policy Decision Point (PDP) and the Policy Enforcement Point (PEP) are logical components defined in [2] and are core to an enterprise implementation of Zero Trust Architecture (ZTA). This key issue studies the adoption of PDPs and PEPs within the SBA architecture and the impact on 5G SBA interfaces.
6.X.2	Security threats
[bookmark: _Toc96881850]If PDPs and PEPs are not implemented, the 5GC SBA is susceptible to the following issues:
· Exposure of sensitive NF or data in a single large trust domain. If not configured properly, a trust domain may inadvertently contain sensitive NFs with stringent security requirements (e.g., NFs with physical security requirements, or containing long-term keys, such as UDM) as well as more vulnerable NFs (e.g., NFs with external facing interfaces, such as NEF). Creating a single large trust domain can enable an attack on a vulnerable NF to pave the way to an attack on a sensitive NF in the same trust domain. 
· Network boundary bridging between trust domains. Without a security gateway between trust domains, messages can traverse through different trust domains without being checked against security policies
6.X.3	Potential security requirements
The 5G SBA should provide a means to enforce security policies and filtering to data traversing between different trust domains (e.g., via a security gateway).
********************** End of Change ****************************
