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1	Overall description
SA3 thanks GSMA for their LS on 'Research highlighting the potential need for granular level checks using "Additional scope" under the OAuth2.0 Token Access'. The LS has been discussed in SA3#109 and SA3#110.
SA3 has analysed the attacks and would like to remark that the attack assumptions made, i.e., on what an attacker is able to do, seem very high. An attacker who wants to indirectly abuse a NF (e.g. AMF) and is able compromising an internal NF (e.g. SMF or PCF to call the AMF service to trigger a handover) could potentially also be able to compromise or impersonate a NF which is allowed to use the services (e.g. another AMF allowed to trigger the handover). 
3GPP provides already a set of specifications to define a framework allowing the support of additional resource/operation-level OAuth2.0 scopes by 5GC APIs. In addition, the registration of scopes in the NF profile at NRF that an NF service producer expects to receive (possibly from specific NF types or NF instances) to allow access to specific service operations/resources is already possible. Whether additional scopes in the APIs need to be specified is decided by each working group responsible for certain APIs.
From SA3 perspective, there are a few 5GC APIs that support multiple service operations (and very different functionalities) that can be consumed by (possibly a lot of) different service consumers. This could open the door to the described vulnerability if additional resource/operation level scopes are not defined in these APIs. Thus, SA3 agrees that a more fine-granular check could be helpful. 
Regarding the request whether to mandate the use of additional resource/operation-level scopes, SA3 sees this as an operator deployment decision. 
3GPP provides the flexibility to operators to allow deploying additional scopes for specific NF services, and this can be achieved by defining additional scopes in 5GC APIs when appropriate. But whether OAuth2.0 is used in the network, and if yes, which scopes (service-level scope and/or additional scopes) are used, this should be up to each operator to decide. 
GSMA may provide further guidelines to the operators' community on the scopes recommended for 5GC deployments.
2	Actions
ACTION: 	
To GSMA: SA3 kindly asks GSMA to take above information into account. 
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