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1. Overall Description:

For Rel-18, RAN2 is discussing selective SCG activation in which the UE remains connected to the same PCell and is configured with several conditional reconfigurations (a conditional reconfiguration is an RRC reconfiguration message, possibly including sk-counter), each with a different candidate target PSCell, and, based on conditions on measurement results on candidate target PSCells, the UE selects and executes one of these conditional reconfigurations, thus changing PSCell.

Comment1: As long, as the UE is connected to the same PCell, current Dual Connectivity (DC) solution should be the basis of for the new selective SCG activation procedures. Irrespective of the triggers for the conditional reconfigurations to the UE for the selection of the target PSCell, security solution for the dual connectivity can be reused, but extended to cover the new conditional reconfiguration scenario.

After executing a conditional reconfiguration, the UE may keep conditional reconfigurations to the other candidate target PSCells and continue switching between the candidate target PSCells multiple times, including to an earlier selected PSCell. All of this happens without any reconfiguration by the network (i.e. using the stored conditional reconfigurations).

Comment2: This means, RRC Reconfiguration message is not repeated between the UE and the PCell in executing the conditional selection of the PSCell and connection establishment with it. This is a new scenario of dual connectivity not covered by the the existing DC security in TS 33.501.

The candidate target PSCells may be controlled by different SNs, so the execution of a conditional reconfiguration will sometimes change the serving SN. The serving SNs may have different PDCP anchor points.

RAN2 expects e.g. the following scenarios to be supported:

- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1a controlled by SN #1;

- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1b controlled by SN #1.

With existing procedures:

- the UE derives the S-KgNB from the sk-counter in the executed conditional reconfiguration, if included.

Comment3: Yes, UE derives a new the S-KgNB using the sk-counter.

- in the above scenarios, the UE will use the same S-KgNB every time it is connected to PSCell #1a, i.e. before and after moving to SN #2.

Comment4: The multiple reconfiguration scenario is new, hence the existing security solution doesn’t cover this. But the UE re-using the same S-KgNB every time it is connected to PSCell #1a, is a security violation. 
Please see the following excerpts from TS 33.501.

“6.10.3.1 SN Counter maintenance

The MN shall maintain a 16-bit counter, SN Counter, in its AS security context. The SN Counter is used when computing the KSN. 

The MN maintains the value of the counter SN Counter for a duration of the current 5G AS security context between UE and MN. The UE does not need to maintain the SN Counter after it has computed the KSN since the MN provides the UE with the current SN Counter value when the UE needs to compute a new KSN.

The SN Counter is a fresh input to KSN derivation. That is, the UE assumes that the MN provides a fresh SN Counter each time and does not need to verify the freshness of the SN Counter.

NOTE: An attacker cannot, over the air modify the SN Counter and force re-use of the same SN Counter. The reason for this is that the SN Counter is delivered over the RRC connection between the MN and the UE, and this connection is both integrity protected and protected from replay. 

The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 

If the MN decides to release the offloaded connections to the SN and later decides to re-start the offloading to the same SN, the SN Counter value shall keep increasing, thus keeping the computed KSN fresh.
The MN shall refresh the root key of the 5G AS security context associated with the SN Counter before the SN Counter wraps around. Refreshing the root key is done using intra cell handover as described in subclause 6.7.3.3 of the present document. When the root key is refreshed, the SN Counter is reset to '0' as defined above. “

- if the same value of sk-counter is included in the conditional reconfiguration for PSCell #1a and in the conditional reconfiguration for PSCell #1b, the UE will use the same S-KgNB before and after moving to SN #2.

Comment5: Same value of counter reused in the conditional reconfiguration is not foreseen in the current SA3 solution. But this reuse is a security violation.
2. Actions:

RAN2 would like to know whether SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios acceptable, i.e. the same sk-counter/ S-KgNB is used while connected to SN #1 before and after being connected to SN #2.

If SA3 considers the existing handling of sk-counter/ S-KgNB in the above scenarios not acceptable, RAN2 kindly asks SA3 to provide requirements for a solution.

Comment6: SA3 did not specify or anticipate or specify reuse of the same counter value or S-KgNB in repeated connections with a secondary cell. To avoid this, the reuse counter value needs to be unique per cell and per connection. 
If the RRC Reconfiguration message is not repeated for every connection establishment, to maintain the above security principle, the UE could be configured with a list of counter values or could be an incremental counter. Additionally, counter misconfigurations and counter wrap around situations need to be taken into consideration.

Further, to align with existing Dual Connectivity solution, target SN should be provided with the computed S-KgNB by the PCell, only after the UE established the connection with it, not before the UE is connected to it.
     Recommendation: It is proposed to send a reply LS to RAN2, highlighting above principles, i.e., update of TS 33.501 clause 6.10 to cover the new conditional SCG activation scenario.
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