3GPP TSG-SA3 Meeting #110 
S3-230646
Athens, Greece, 20 - 24 February 2023
Source:
Keysight Technologies UK
Title:
Discussion on specification of robustness and fuzz testing for SCAS
Document for:
Discussion
Agenda Item:
4.9
1
Decision/action requested

It is proposed to reach an agreement for the proposal of this contribution
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Rationale

Document TS 33.117 [1] defines general test cases which could be applied to certain nodes in the 5G network. 

Specifically, the test case in clause 4.4.4 of TS 33.117 [1] called TC_BVT_ROBUSTNESS AND FUZZ TESTING. The purpose of this test case is “To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).”
The Preconditions and Execution steps of the test case in clause 4.4.4 are very generic, keeping the protocols to test and the algorithms to use open to interpretation. The tester could decide, based on this vague definition, not include certain tests during the evaluation, and thus, not validating the robustness of important elements in the 5G network.
As example, TS 33.511 [2] in clause 4.4 just make a reference to TS 33.117 – clause 4.4, without any specific information about protocols or interfaces.
4
Proposal
Based on the above-mentioned rationale, it is proposed to include, for future SCAS Releases (for Rel-18 and following) the follow:

· For each 5G node where the clause 4.4.4 of TS 33.117 [1] applies (gNodeB, AMF, SMF, …) the protocols to check the robustness under clause 4.4, i.e.: In TS 33.511 [2] include test cases to check the robustness of NGAP in N2 reference point and GTP-U for N3 reference point.

