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1
Decision/action requested

This pCR provides an update to Solution #4 in TR 33.884.
2
References

[1]
3GPP TR 33.884, ‘Study on security of application enablement aspects for subscriber-aware northbound API access (FS_SNAAPPY)’, Release 18.
[2]
3GPP TS 33.122, ‘Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs’, Release 17.
3
Rationale

The pCR provides updates (clarifications and editorial clean-up) to solution #4 in TR 33.884.

4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.884

*****Start of Change 1*****
6.4
Solution #4: Authenticate and authorize UE in UE originated API invocation
6.4.1
Introduction 

The solution addresses key issue #1. For UE originated API Invocation, the solution describes how UE (an API Invoker) can be provided with secure access to APIs (e.g., triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE. 
6.4.2
Solution details
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Figure 6.4.2-1: UE originated API Invoker authentication, authorization, and secure connection establishment process
The steps shown in Figure 6.3.2-1 is described as follows:

Precondition: The UE (i.e., an API invoker) can be registered to the network.

Steps 1-6 API Invoker Onboarding:
The UE is provisioned with a CAPIF Core Function (CCF) information such as CCF address/ID (e.g., after a successful primary authentication in any protected message). The UE and the network can derive the onboarding enrolment information such as CAPIF security credentials i.e., a CCF key (based on UE 5G security context e.g., AKMA key/AUSF key). The UE can derive a CCF key (Kccf) and key identifier (Kccf ID) which can be used to authenticate and establish a secure communication (e.g., TLS PSK based on CCF Key) with the CCF during the onboarding process. 

NOTE 1: The 5G security key used to generate CAPIF security key and the input used are upto the normative work.
1. The API Invoker can send an Onboarding Service request to the CCF which can include Onboarding type (i.e., Subscriber Indication or UE service based), Kccf ID, UE ID (e.g., GPSI).

2.
Based on the received Onboarding type, the CCF determines to fetch security context related to the UE. The CCF can send a key request to the Core NF/AF which can include UE ID, and Kccf ID

Further the Core NF/AF provides the SUPI, and Kccf to the CCF in a Key Response message.
3.
The CCF stores the CCF key, Kccf ID and UE ID. 
4.
The API Invoker and the CCF can perform mutualauthentication and establish secure session (e.g., TLS PSK) based on Kccf shared between API Invoker and CCF.

5.
With a secure session established, the API Invoker sends an Onboard API Invoker Request message to the CCF which includes the UE ID (SUPI/GPSI).
6.
The CCF generates an API invoker's profile and onboard secret as specified in TS 23.222. The AEF Key can be used by the API Invoker to authenticate and establish secure session with the AEF as in TS 33.122 Clause 6.5.2.3. The AEF key can be derived from Kccf and other input parameters: API Invoker ID, CCF ID, Target AEF ID(s)/information, and Nonce. 
The CCF on a successful authentication and authorization, it can locally store the API Invoker profile with API Invoker ID, Onboard Secret, AEF key along with Target AEF information. 


The CCF can respond with an Onboard API invoker response message same as TS 33.122 which can include the CAPIF core function assigned API invoker ID, AEF Authentication, and authorization information, and/or Onboard Secret, along with other information such as nonce, AEF information (Target AEF ID).

The API Invoker stores information received from step 6 and the API invoker is onboarded.
API Invoker can perform CAPIF-1 authentication anytime with CCF based on TS 33.122.

Steps 7-9 Access Token Request/Response:

7.
The API Invoker sends Oauth 2.0 based access token request as in TS 33.122 Clause 6.5.2.3 (i.e., with grant_type client credentials if the API Invoker is the Resource Owner.) 

If the API Invoker is not a resource owner, for OAuth 2.0 access token request the grant_type may be Authorization Code Grant as described in RFC 6749.

Similar to TS 33.122 Clause 6.5.2.3, the API invoker may include the CAPIF core function assigned API invoker ID and the Onboard_Secret in the OAuth access token request message for the CAPIF core function to validate the access token request.

8. 
The CCF based on the local policy checks if there exists any related authorization or prior consent information managed in the network related to allowing the API invoker to consume any service API invocation related to the UE. 

NOTE 2: The collection and management of user consent or authorization information related to a service exposure is outside the scope of this solution. It is assumed that the network manages such authorization information in any storage function outside the scope of this solution. 
9. The CCF generates and sends an Oauth access token (based on OAuth 2.0) to be used as AEF Access token. The access token claims can include UE ID and CCF ID along with other claims in TS 33.122 Clause C.2.2.
Steps 10-15 Service API Invocation:

10.
The API Invoker derives an AEF Key (Kaef) from CCF Key (Kccf) and respective input parameters similar to CCF on a successful CAPIF 1 authentication and authorization. The API Invoker can send Authentication Initiation Request to the AEF, which includes the CCF assigned API invoker ID, and UE ID.

11.
The AEF can send API Invoker ID, and UE ID to request the security information from the CCF. The CCF provides the security information related to the chosen security method (e.g., TLS-PSK: AEFPSK) along with AEF Key, Service API(s) authorization information (can be a list of Service APIs which can be invoked by the API Invoker related to the UE ID), and Oauth access token i.e., AEF Access token (to authorize the API invoker to request the service API invocation from AEF) to the AEF over CAPIF-3 reference point. The CCF can provide the remaining validity timer value for the AEF Key (i.e., AEFPSK) as in TS 33.122 Clause 6.5.2.1.


Alternatively, the service information and access token sending can be skipped as it can be bound to the access token as claims (later received in step 13a) from the API invoker.

12. After fetching the relevant AEF Key for the authentication, the AEF can send Authentication Initiation Response message to API invoker to initiate the TLS session establishment. The AEF starts the validity timer based on the value received from the CAPIF core function in step 11.

The API Invoker and the AEF can perform mutual authentication using the AEF key and establish TLS session. 

13a. The API invoker can send Invocation service request to the AEF which can include Requested Service API(s) information, API Invoker ID, UE ID, and AEF Access Token (received from CCF).

13b. The AEF can authorize the API invoker's service API invocation request based on authorization information (i.e., validating the claims in the Oauth based AEF Access Token) obtained from CAPIF core function as specified in subclause 8.16 of TS 23.222.

14. On a successful access token valdiation, the AEF considers Invocation service request authorization as successful, execute API request and can send Invocation service response with success indication.

NOTE 3: According to TS 33.122, API provider domain provides Onboarding enrollment information to the API invoker as a prerequisite to the Onboarding procedure. Therefore, for the UE originated API Invocation case, the solution enables provision of onboarding enrollment information based on UE’s established security context as described in steps 1.

NOTE 4: The user consent information collection and related management is outside the scope of this solution.
6.4.3
Evaluation

The solution addresses KI#1 and enables the following for the case where the API Invoker resides in a UE:

A CCF key need to be derived and provided to the CCF by a NF or an AF.

API Invoker UE and CAPIF Core Funtion (i.e., Authorization Function) performs mutual authentication based on a key derived from UE’s 5G security context (i.e., AKMA based key or AUSF based Key) and so the AUSF impact applies.
TLS-PSK based mutual authentication and secure connection establishment between API Invoker UE and the AEF is enabled.

OAuth 2.0 token based authorization is used for access to service API.

*****End of Change 1*****
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