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1
Decision/action requested

This document proposes to add a new solution with Network assisted SL positioning discovery security material provisioning.
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3
Rationale

Whether LMF can select and provide Located UE ID’s to Target UE is still FFS in SA2 TS 23.586.
Editor's note:
Whether LMF will select Located UEs for Ranging/SL positioning procedure will be decided by RAN.
Editor's note:
It is FFS if the LMF can provide candidate list of Located UE to participate in the network assisted SL positioning for the target UE, e.g.to perform targeted discovery.
This contribution proposes a new solution for Key Issue #3 (Protection of discovery procedure) and Key issue #4: (Protection of unicast direct communication) in TR 33.893. This contribution proposes to add a new solution with Network assisted SL positioning discovery security material provisioning. 
It is proposed to add an EN to this solution as follows:

Editor's note:
Whether LMF can select and provide Located UE ID’s to Target UE is still FFS in SA2 TS 23.586.
4
Detailed proposal
**** START OF CHANGE ****

6.Y
Solution #Y: Network assisted SL positioning discovery security material provisioning  
6.Y.1
Introduction 

This solution addresses Key issue #3: Protection of discovery procedure and Key issue #4: Protection of unicast direct communication. 
This solution assumes the LMF determines and selects the Located UE(s). 
Editor’s Note: Whether LMF will select Located UEs for Ranging/SL positioning procedure is FFS in coordination with SA2.
Editor’s Note: How does the solution works with V2X capable UE is FFS.
This solution proposes that security material used for discovery security between Target UE and Located UE are provisioned by the network as part of DL Positioning procedure. Hence, the Target UE and Located UE can use the provisioned discovery security material to protect the discovery messages.
This solution assumes both Target UE and Located UEs have connectiontivity to the network, e.g. to retrieve discovery security materials.
6.Y.2
Solution details

Figure 6.Y.2-1 illustrates the high-level procedure of the proposed solution.
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Figure 6.Y.2-1: High-level procedure of network assisted SL positioning security material provisioning  
1. The AMF triggers positioning of Target UE with the LMF, e.g. due to MT-LR or MO-LR. AMF may include both the Target UE ID and one or multiple Located UE ID(s) in the LCS service request.
2. The LMF determines Located UE(s) is needed and selects Located UEs.
3. The LMF obtains the security materials of discovery security for each pair of Target UE and Located UE from 5G DDNMF or 5G PKMF. 
Editor's note:
The details of the parameter provided by LMF to the DDNMF/PKMF is FFS.
The security material for discovery security includes e.g. ProSe Restricted Code, ProSe Query Code, ProSe Response Code, Code-Receiving Security Parameters, Code-Sending Security Parameters, Discovery Query Filter(s), CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm etc. 
4. The LMF maintains a session ID of positioning requests for each pair of Target UE and Located UE which is associated with the corresponding security material for discovery security.
The LMF sends the Ranging/Sidelink positioning requests to Target UE and Located UE to trigger the Ranging/Sidelink positioning procedure via downlink NAS message. The LMF includes in the message with container for discovery security material and the associated Session ID. 

5. The Target UE and Located UE initiates either Model A or Model B discovery procedures over PC5 using the discovery key and the associated discovery codes e.g. ProSe Restricted/Query/Response Code provided by the LMF.
Editor's note:
Whether LMF can select and provide Located UE ID’s to Target UE is still FFS in SA2 TS 23.586.
6.Y.3
Evaluation


Editor’s Note: Additional evaluation is FFS.
In this solution the AMF triggers positioning of Target UE with the LMF, e.g. due to MT-LR or MO-LR, and the AMF may include both the Target UE ID and one or multiple Located UE ID(s) in the LCS service request. The LMF determines Located UE(s) is needed and selects Located UEs. The LMF then obtains the security materials of discovery security for each pair of Target UE and Located UE from 5G DDNMF or 5G PKMF and provisions the security material for discovery security to the Target UE and Located UE(s). This solution is an optimization as the Target UE and Located UE(s) don’t need to connect to the 5G DDNMF or 5G PKMF themselves to be provisioned with the security material for discovery security. 
With this solution, unique discovery security per each pair of Target UE and Located UE can be provisioned to the Target UE and Located UE.
Editor’s Note: Whether LMF will select Located UEs for Ranging/SL positioning procedure is FFS in coordination with SA2.
Editor’s Note: Further evaluation is FFS.
**** END OF CHANGE ****
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