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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.898
2
References

[1]
3GPP TR 33.898: "Study on security and privacy of AI/ML-based services and applications in 5G"
[2]
3GPP TR 23.700-80 V0.3.03GPP TR 23.700-80 V0.3.0, Study on 5G System Support for AI/ML-based Services (Release 18)
3
Rationale

This contribution proposes to add a new solution to KI #1 of TR 33.898 [1].
5G systems can be enhanced to assist collaborative application AIML operations such as Federating Learning and Module distribution, in the execution of tasks, including Federated Learning member selection, group performance monitoring and allocation of adequate network resources. 

These enhancements are expected to benefit application AIML operations both at the Application Function (i.e., server side) and the UE (client side). One of the proposed enhancements is that the AF contacts the 5GS to request assistance information, e.g., Aggregated bit rate of a group of UE participating in an FL operation (e.g., [2], clause 6.37) or the AF provides new/modify 5GS parameters e.g., new parameters to enable reservation of resources specifically intended for a FL operations (e.g., [2], clause 6.42).

This solution provides dynamic fine grain authorization control for the AF management of the PCF policies for a group of clients that may change from one FL cycle to another cycle.
4
Detailed proposal
*************** Start of the 1st Change ****************
5.Y
Solution #Y: Authorization of AF for Policy Management
5.Y.1
Solution overview
UEs that participate previous cycle of FL may changes due to many reasons, such as mobility, availability, coverage, battery power, or AF changes such as diversity of UE selection to cover more training parameter space, etc. When this happens, UE set will be changed, and PCFs involved may be different from the previous cycle. 

The authorization token should be shared/generated based on different set of UEs (subject), expected PCF service name(s) and instance(s) (scope and additional scope), PCF FQDN (audience), expiration time (expiration) may be different.

According to [2], clause 13.4.1, a NF Service consumer that requests and access token from the NRF must provide an “scope” including e.g., requested resources and actions on those resources, as well as other parameters such as NSSAIs and NSI ID. Therefore, due to the scope change, the authorization token should be dynamically updated from one FL cycle to another.

5.Y.2
Authorization of Untrusted AF using Token for Policy Management
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Figure 2: Procedure for AF request for required QoS for the potential list of UE(s) that are selected by AF

0.  The AF request the authorization token from the CAPIF Core function. The CAPIF Core serves as the authorization server. The AF is first authorized by the CAPIF that the AF is authorized to access NEF and PCF requested. If success, the CAPIF award the authorization token to the AF.
The token will be used by the NEF to authorize the AF to manage the policy in the PCF. If the token authorizes the AF for policy management by the NEF on behalf of AF on PCF service type, i.e., for ALL the PCF(s), it can be used across multiple AIML FL cycles. If a fine grain control of authorization is necessary, such as per PCF instance based authorization, AF shall request authorization token for each PCF based on the response from the BSF after step 5b, and sends the request Nnef_GroupAFsessionWithQoS_Create in step 6a.

1.
The AF sends a request to reserve resources for the AF session using Nnef_GroupAFsessionWithQoS_Create request message (authorization token(s), AF Identifier, Flow description(s) or External Application Identifier, QoS reference, DNN, S-NSSAI, AIML group information, AIML group performance information) to the NEF..

2.
The NEF assigns a Transaction Reference ID to the Nnef_GroupAFsessionWithQoS_Create request. The NEF authorizes the AF request and may apply policies to control the overall amount of QoS authorized for the AF. The NEF can alternatively authorize the AF request based on the token requested in the step 0. If the authorization is not granted, the NEF replies to the AF with a Result value indicating that the authorization failed.
3.
The NEF uses the External Group ID or list of UE addresses in step 1 to send a Nbsf_Management_Discovery request to BSF to discover the PCF(s) serving the UEs of the indicated group in the AF request.

4.
The BSF performs PCF discovery based on the input provided by the NEF in step 3.

5.
The BSF sends a Nbsf_Management_Discovery response including the list of PCF(s) serving the UEs of the indicated in AIML group information provided by the AF.
5a.
If a fine grain control of authorization is needed, such as per-PCF based authorization, the NEF forwards the discovered PCF(s) to the AF by forwarding the Nbsf_Management_Discovery response including the list of PCF(s) serving the UEs of the indicated in AIML group information provided by the AF.
5b.
When a fine grain access control is needed for the untrusted AF, the AF requests the authorization token from the CAPIF for policy operations in the PCF instance(s) for this FL cycle, including the list of PCF(s) associated with the UEs of the AIML group provided by the AF, in which each PCF may be associated to different UEs of the indicated group.

5c.
The AF receives the authorization token for the PCF instance(s) associated with the new FL cycle.

6a.
Followed step 5b, if a fine grain control of authorization is necessary, such as per-PCF instance based authorization, AF shall request authorization token for each PCF using steps 5b and 5c. The AF sends the request Nnef_GroupAFsessionWithQoS_Create as an alternative step of step 1. The AF sends a request to reserve resources for the AF session using Nnef_GroupAFsessionWithQoS_Create request message (tokens for each PCF, AF Identifier, Flow description(s) or External Application Identifier, QoS reference, DNN, S-NSSAI, AIML group information, AIML group performance information) to the NEF.
6b.
The NEF authorizes the AF request and validates the QoS authorization for each PCF based on authorization tokens for each PCF instance. If the authorization is not granted, the NEF replies to the AF with a Result value indicating that the authorization failed.
6c. If multiple UE(s) from the AF group is served by the same PCF, the NEF may trigger a Npcf_GroupPolicyAuthorization_Create request towards the PCF with UE address(es), AF Identifier, Flow description(s), AIML Group performance information, AIML session indicator as input parameters. The NEF includes the AIML session indicator if the Nnef_GroupAFsessionWithQoS_Create request in step 1 includes the AIML Group Performance container.

7.
For a request received from the NEF in step 6, the PCF determines whether the request is authorized and notifies the NEF if the request is not authorized. If the request is authorized, PCF derives the required QoS parameters based on the information provided in the ALML group performance container and determines whether this QoS is allowed (according to the PCF configuration), and notifies the result to the NEF.


When the PCF authorizes the service information from the AF, it generates a PCC rule by deriving the QoS parameters of the PCC rule based on the service information, AIML Group performance information, and also includes the AIML session indicator.


If multiple UE(s) from the AF group is served by the same PCF, the PCF sends Npcf_GroupAuthorization_Create response with the result (success or failure) associated with the list of UEs for which policy authorization was successful and the reason for failure for the list of UEs for which policy authorization failed.

If the PCF determines that the SMF serving the UE needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information about the PDU Session. The QoS flow binding shall ensure that when the PCF provisions the PCC rule in SMF which contains the AIML group performance information and AIML session indicator, the PCC rule is bound to a new QoS Flow, and no other PCC rule is bound to this QoS Flow.

8.
The NEF keeps track of the result included in step 7 from all the PCFs identified in step 5. If minimum UEs in the group with the requested QoS parameter are provided in step1, and the results from all PCFs matches or exceeds the minimum UEs in the group with the requested QoS parameter, the NEF sends a Nnef_GroupAFsessionWithQoS_Create response message (Transaction Reference ID, Result, list of UEs in the AIML group for which the requested QoS is allowed) to the AF where the Result indicates that the request is granted. The UEs in the AIML group for which the QoS is allowed are included in the response only when the response from PCF(s) to NEF in step 7 indicates requested QoS for UE(s) is not allowed for all the UEs belonging to the AIML group provided as input in step 1.

9.
The NEF shall send a Npcf_PolicyAuthorization_Subscribe message to the PCF(s) to subscribe to notifications of Resource allocation status. The PCF responds with a Subscription Correlation ID which allows the NEF to track all the subscription notifications unique to each UE in step 8.

10.
When the event condition is met, e.g. the establishment of the transmission resources corresponding to the QoS update succeeded or failed, the QoS target can no longer be fulfilled, QoS monitoring parameters the PCF sends Npcf_PolicyAuthorization_Notify message to the NEF notifying about the event. The PCF includes the event information and Notification correlation information which identifies the AIML group AF session.
11.
When the NEF receives the Npcf_PolicyAuthorization_Notify for all the UEs for the request granted in step 8, the NEF sends Nnef_GroupAFsessionWithQoS_Notify message with the event reported by the PCF(s) to the AF i.e. QoS resource allocated for all the UEs for which the request was granted in step 8 with the Transaction Reference ID.
5.Y.3
Authorization of Trusted AF using Token for Policy Management
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Figure 3: Procedure for Trusted AF request for required QoS for the potential list of UE(s) that are selected by AF

0. The trusted AF request the authorization token from the NRF. The token will be used by the PCF to authorize the AF to manage the policy. If the token authorizes the AF for policy management by ALL the PCF(s), it can be used across multiple AIML FL cycles. If a fine grain control of authorization is necessary, such as per-PCF based authorization, AF shall request authorization token for each PCF based on the response from the BSF after step 5, and sends the request Nnef_GroupAFsessionWithQoS_Create in step 6.

1. The  AF sends a Nbsf_Management_Discovery request to BSF to discover the PCF(s) serving the UEs.

2. The BSF performs PCF discovery based on the input provided by the AF in setp 1.

3. The BSF sends a Nbsf_Management_Discovery response including the list of PCF(s) serving the UEs of the indicated in AIML group information provided by the AF. For the trusted AF by the operator, the BSF sends a Nbsf_Management_Discovery response including the list of PCF(s) associated with the UEs of the AIML group provided by the AF, in which each PCF may be associated  to different UEs of the indicated group.
4. The AF is trusted by the operator, the AF can alternatively requests the authorization token for policy operations in the PCF instance(s) for this FL cycle, including the list of PCF(s) associated with the UEs of the AIML group provided by the AF, in which each PCF may be associated to different UEs of the indicated group.

5. The AF receives the authorization token for the PCF(s) associated with the new FL cycle.
6. ​​​The AF is trusted by the operator, the AF sends a Npcf_GroupPolicyAuthorization_Create request towards PCF with authorization token received in step 0 that is valid for PCF type (i.e., valid for all PCF instance) or token that is requested in the step 4 and 5 for specific PCF instance(s) for this FL cycle, UE address(es), AF Identifier, Flow description(s), AIML Group performance information, AIML session indicator as input parameters. The PCF validates the authorization token before processing the request.
7. For a request received from the AF in step 6, the PCF determines whether the request is authorized and notifies the AF if the request is not authorized. If the request is authorized, PCF derives the required QoS parameters based on the information provided in the ALML group performance container and determines whether this QoS is allowed (according to the PCF configuration), and notifies the result to the AF.

When the PCF authorizes the service information from the AF, it generates a PCC rule by deriving the QoS parameters of the PCC rule based on the service information, AIML Group performance information, and also includes the AIML session indicator.

If multiple UE(s) from the AF group is served by the same PCF, the PCF sends Npcf_GroupPolicyAuthorization_Create response with the result (success or failure) associated with the list of UEs for which policy authorization was successful and the reason for failure for the list of UEs for which policy authorization failed.
If the PCF determines that the SMF serving the UE needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information about the PDU Session. The QoS flow binding shall ensure that when the PCF provisions the PCC rule in SMF which contains the AIML group performance information and AIML session indicator, the PCC rule is bound to a new QoS Flow, and no other PCC rule is bound to this QoS Flow.
Steps 6 and 7 are repeated for all the PCFs identified.
8. For the trusted AF, the PCF(s) sends the Npcf_PolicyAuthorization_Subscribe message directly to PCF(s) to subscribe to notifications of Resource allocation status with authorization token for associated PCF. After validating the authorization token, each PCF responds with a Subscription Correlation ID.
9.  When the event condition is met, e.g. the establishment of the transmission resources corresponding to the QoS update succeeded or failed, the QoS target can no longer be fulfilled, QoS monitoring parameters the PCF sends Npcf_PolicyAuthorization_Notify message to the trusted AF notifying about the event. The PCF includes the event information and Notification correlation information which identifies the AIML group AF session.
5.Y.4
Evaluation

TBA
*************** End of the 1st Change ****************
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