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1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
This contribution proposes a solution for the key issue proposed in S3-231876.
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
[bookmark: _Toc128687093][bookmark: _Toc104212950][bookmark: _Toc128687088]6.X	Solution #X: Usage of randomly generated ticket to verify EEC provided IP address
[bookmark: _Toc128687094]6.X.1	Solution overview
This solution is for the key issue on EEC provided IP address verification.
Since the core network assigned IP addresses are guessable values, a compromised EEC can spoof the IP address to learn the identifier of another UE. To prevent such attacks, this solution proposes to use a non-guessable parameter called ticket or nonce provided by the core network to the EEC and to check the mapping between the IP address and the ticket value in the UE ID API invocation. 
[bookmark: _Toc128687095]6.X.2	Solution details
High-level overview of the solution is presented in Figure 6.X.2-1 and steps are explained in detail below. 


Figure 6.X.2-1: EEC provided IP address verification
Step 1: In the PDU session establishment, the SMF/UPF generates a random ticket value during UE IP address allocation procedure, the ticket value is sent to the PCF, and then stored in the BSF as part of the PDU session binding information. The ticket value in addition to the private IP address is sent to the UE.
Step 2: The EEC in the UE sends the ticket value and the IP address to the EES.
Step 3: The EES invokes the Nnef_UEId GET service operation using the ticket value and the IP address. The NEF sends the received ticket value to the BSF (Binding Support Function specified in TS 23.501) in Nbsf_Management_Discovery service operation and the BSF performs the verification by checking the mapping between the ticket value and the IP address. If the verification is successful, then the NEF provides the AF specific GPSI to the EES.

NOTE:	If the BSF cannot find a binding information having both requested IP address and ticket, it implies that the verification fails. 
Step 4: The EES sends the response to the EEC.

Editor’s Note: Details of steps 1 and 3 are FFS.
Editor’s Note: How to generate and update the ticket is FFS.
[bookmark: _Toc128687096]6.X.3	Solution evaluation 
This solution addresses the potential security requirements with less impact on the network functions. The SMF will only need to generate a random ticket and send it to the UE and BSF, without needing to store any parameter. 
This solution works under the assumption that the EEC can obtain 3GPP core network allocated IP address from lower layer.
This solution has an impact on the BSF for receiving and checking the ticket.
Editor’s Note: More evaluation is FFS, especially the impact on the various entities involved.

*** End of Change ***
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