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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution on Client UE authorization for service exposure through 5GC network in TR 33.893.
2
References

[1]
TR 33.893 v0.6.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes a new solution in TR 33.893 [1] on SL Positioning Client UE authorization for service exposure through 5GC network.
4
Detailed proposal

*************** Start of the 1st Change ****************
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*************** Start of the 2nd Change ****************

6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution #1: Privacy protection for UEs in Ranging
	X
	
	
	
	

	Solution #2: Authorization of 5GC NF for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #3: Authorization of Application Server for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #4: Subscription-based authorization of the role of the UE during discovery
	
	X
	
	
	

	Solution #5:  Use of authorization tokens at PC5 security establishment
	
	X
	
	
	

	Solution #6: Protection of direct communication for Sidelink Positioning service
	
	
	
	X
	

	Solution #7: Security policy based protection for Ranging/SL positioning service operation
	X
	
	
	X
	

	Solution #8: Security policy based protection for ranging result sent to SL Positioning Client UE
	X
	
	
	
	

	Solution #9: Ranging/SL Positioning discovery and link establishment procedure for V2X capable UEs
	
	
	X
	X
	

	Solution #10: Use of authorization tokens after PC5 security establishment
	
	X
	
	
	

	Solution #11: Client UE authorization for service exposure through sidelink
	
	X
	
	
	

	Solution #12: Ranging/SL Positioning discovery security for 5G ProSe capable UEs
	X
	
	X
	
	

	Solution #13: Security of Ranging unicast communication
	
	
	
	X
	

	Solution #14: Direct communication security for Ranging-based services
	X
	
	
	X
	

	Solution #15: Direct communication security for Ranging-based services
	X
	
	
	
	X

	Solution #Y: Client UE authorization for service exposure through 5GC network
	X
	X
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


*************** Start of the 3rd Change ****************

6.Y
Solution #Y: Client UE authorization for service exposure through 5GC network
6.Y.1
Introduction 

This solution addresses Key Issue #2 on Authorization for Ranging/Sidelink Positioning Service. Specifically, it addresses the fourth requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of a SL Positioning Client UE for triggering Ranging/Sidelink Positioning services and obtaining the location information”. This solution also addresses Key Issue #1 on Privacy protection for Ranging/SL Positioning services.
Based on the introduction in clause 6.11.1, this solution introduces a method of finer level of authorization for preserving UE privacy before SL Positioning Client UE requests to obtain ranging result between two specific UEs through 5GC network.
6.Y.2
Solution details
As per clause 5.6.2 of TS 23.586 [xy], for Ranging/SL positioning service exposure to a SL Positioning Client UE through the network, the Client UE shall first send an enhanced MO-LR request to the AMF, which invokes a the Ranging/SL positioning request to the GMLC. The GMLC reuses the procedure as defined (for service exposure to the AF) in clause 5.6.3 of TS 23.586 [xy] and sends the Ranging/SL positioning result to the AMF, which returns the result to the SL Positioning Client UE.

Based on the above procedure, it is proposed that the GMLC, which receives the Ranging/SL positioning request (containing Client UE info and the info of the to-be-measured UEs e.g. UE1/UE2), should initiate the authorization check of SL Positioning Client UE with the UDM, which has the Client UE’s subscription data for Ranging/SL positioning service containing e.g. the information on the UEs (e.g. UE1/UE2) from which the Client UE is allowed to request Ranging result. 
After checking the Client UE’s authorization information, the GMLC also needs to check whether the to-be-measured UEs (UE1/UE2) allow their positions to be exposed. Only after successful authorization check on the Client UE and privacy check on the to-be-measured UEs, the Ranging/SL positioning procedure will then be initiated by the GMLC.
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Figure 6.Y.2-x: Authorization of SL Positioning Client UE for Service Exposure through 5GC Network
1.
The Client UE triggers Ranging/SL Positioning Service by establishing a signalling connection with the AMF.

2.
The UE sends an MO-LR Request message to the AMF included in a UL NAS TRANSPORT message. The MO-LR Request includes at least the info of Client UE and the to-be-measured UEs (UE1/UE2). 

3.
The AMF sends a Ranging/SL Positioning Request to the GMLC which also includes the info of Client UE and UE1/UE2.

4.
The GMLC sends an Authorization Request to the UDM with the info of Client UE and UE1/UE2.

5.
The UDM checks whether the Client UE is allowed to obtain the ranging/SL positioning information against the Client UE’s subscription data for SL positioning service, which could also contain the information on the to-be-measured UEs (UE1/UE2), from which the Client UE is allowed to request positions. 

NOTE:
The relevant subscription data could be configured offline in the UDM, or provided and updated in the UDM based on the requests from the AF offering Ranging/SL positioning services. 
Editor’s Note: The content of Client UE’s subscription data is FFS in coordination with SA2.
6.
The UDM returns the authorization result to the GMLC. 

7a~9a.
If the authorization succeeds, the GMLC further checks whether UE1 and UE2 allow their location related information to be exposed, against the UE privacy profile in their subscription data.

NOTE:
These steps can refer to solution #3 in clause 6.3.

7b/9b.
If the authorization fails, the GMLC returns a Ranging/SL positioning response to the AMF with a failure cause.

10.
Following step 9a, the rest of Ranging/SL positioning procedure is performed between the GMLC, AMF, LMF and UE1/UE2.

11.
The GMLC sends the UE1/UE2 ranging/SL positioning result to the AMF.

10.
The AMF sends the UE1/UE2 ranging/SL positioning result received from the GMLC to the Client UE.
6.Y.3
Evaluation


This solution fulfils the fourth requirement in KI#2. It also addresses the Editor’s Note in clause 5.6.2.3 of TS 23.586 [xy].

The authorization is triggered by the GMLC when receiving Ranging/SL positioning request, which then interacts with the UDM for checking UE subscription. The privacy check is also performed by the GMLC by reusing the mechanism defined in TS 23.273 [9]. 
The solution has no impact on the UE. 
*************** End of the Changes ****************
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