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Decision/action requested

It is proposed to endorse this discussion paper.
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Rationale

In V2X communication, PC5 unicast link between two peer V2X UEs is associated with the V2X service type, which identifies the V2X applications offered to V2X service provider. Once the PC5 unicast link is established, the V2X application data for the specific V2X service type can be transmitted. To protect these V2X application data, it is specified that the long term credential forms the root of security of the PC5 unicast link in the TS 33.536 [1]. As the root of security for V2X application data protection, the long term credential is provided by V2X service provider instead of 5GC. Therefore, how to provision the long term credential to the V2X UEs is out of the scope of 3GPP.
However, in the 5G Prose UE-to-UE Relay communication, the PC5 unicast link is associated with RSC. As specified in TS 23.304 [2], 
Relay Service Code: A Relay Service Code is used for the case of UE-to-Network Relay as well as for the case of UE-to-UE Relay. For the case of UE-to-UE Relay, the Relay Service Code is used to identify a connectivity service the 5G ProSe UE-to-UE Relay provides, and the authorized users the 5G ProSe UE-to-UE Relay would offer service to.
The RSC is independent of the specific Prose Application and identifies the connectivity service the UE-to-UE Relay provides. To be more specific, the connectivity service is provided and managed by the 5GC instead of Prose Application Server. Therefore, the security for the PC5 unicast link in the UE-to-UE Relay communication needs to be established under the control of 5GC, which is different from the case for the V2X communication.
Observation 1: In V2X communication, PC5 unicast link is associated with V2X service type, which identifies the V2X Application(s) provided by V2X service provider. In the UE-to-UE Relay communication, PC5 unicast link is associated with RSC, which identifies the connectivity service provided by 5GC.
The RSC is also used in the UE-to-Network Relay service, as the identifier of the connectivity service the ProSe UE-to-Network Relay provides. For the UE-to-Network Relay service identified by RSC, the RSC is provisioned to the Remote UE and UE-to-Network Relay from the PCF during the service authorization. During the discovery and communication procedure, the PKMF/DDNMF/AUSF interacts with UDM to retrieve the authorization information, based on which the PKMF/DDNMF/AUSF can determine whether the Remote UE/UE-to-Network Relay is authorized to access/provide the UE-to-Network Relay service per RSC.
As above, the authorization for the UE-to-Network Relay service identified by the RSC is controlled by the 5GC, instead of Prose Application Server. Therefore, the authorization for the UE-to-UE Relay service identified by the RSC should also be controlled by the 5GC.
However, the authorization for UE-to-UE Relay service cannot be controlled by the 5GC if the existing security procedure for V2X communication is simply reused. For example, the authorization between the peer V2X UEs (not defined in TS 33.536 [1]) is assumed to be performed at application layer, which could be controlled by the V2X Application server. In addition, the provisioning of V2X long term credentials by V2X Application is out of the 3GPP scope, but the long term credentials for UE-to-UE Relay communication should be provided by 5GC.
Observation 2: The authorization for 5G Prose Relay service identified by the RSC is controlled by the 5GC, instead of Prose Application Server. The authorization for 5G Prose Relay services cannot be performed at application layer as for V2X services.
4
Detailed proposal

Propose to clarify how to provision the long term credential and how to authorize the peer UE (incl. UE-to-UE Relay and Prose End UEs) without the network assistance.
Proposal 1: Provision the long term credentials to UE during the service authorization and information provisioning procedure, and authorize the peer UE during communication based on the association between the RSCs and the corresponding long term credentials. See S3-232053.
Proposal 2: Provision the long term credentials to UE during the discovery procedure, and authorize the peer UE during communication based on the association between the RSCs and the corresponding long term credentials. See S3-232052.
Endorsement: Request SA3 to approve one of the proposed tdoc S3-232052 and S3-232053.
